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1. Introduction

1.1. Short description

This document describes the administration of Dr&teways, SoftSwitches and SimBanks. A uniquefgatoprietary software
and hardware based capabilities and processeslihnawork planning and network management.

These components are designed to cover the teleaaioation needs for small to very large companié& main power of the
system is the sophisticated GSM and VOIP componeittich are strongly used in today’s telecommuicainfrastructures.

The Tresto components can be used as standal@secentralized intelligent VOIP/ISDN/GSM platforoapable to handle millions of
minutes/months.

1.2. Features
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1.2.1. Hardware Components

VolP-GSM gateway
-8 channel gateway, best fit to any cheap DSL eotion
-up to 64 simcard/gateway
-SIM server interworking capability
-Integrated antenna splitter
SIM Server
-up to 750 simcard
VOIP-GSM Server
-industrial PC
-fault tolerant
-server failovering capability
-distributed architecture
Built in watchdogs to monitor the operation of #ystem components

1.2.2. H323

H.323 Standard Features (v.1,2,3,4)

Full H.323 proxy

H.225.0 Call Signaling

Fast Connect/Fast Start

H.245

H245 tunneling

H245 in setup

DTMF send/receive

Watchdog

Direct endpoint call signaling.

Gatekeeper routed: call signaling (H.225.0).

Gatekeeper routed: call signaling (H.225.0) androbchannel (H.245)
Gatekeeper routed: call signaling (H.225.0), cdrdhannel (H.245) and voice
RTP Port Range (For firewalls)



Child Gatekeeper capability
Backup Gatekeeper capability
Gatekeeper clustering support (neighbors, paralt/diternates)

1.2.3. GSM

Dual Band (900 / 1800 MHz or 850 / 1900 MHz)
Half rate, full rate, enhanced full rate, SMS, USSD
SIM server support

Integrated antenna splitter

8 channels/box

Up to 8 SIM cards per engine

Multiple ways to handle incoming calls
Call Forwarding

Sending and receiving SMS messages
Email To SMS Feature

Inter gateway SIM routing

SIM server interworking

GSM cell selection and locking

DTMF send/receive

CLI restriction

SIM Rerouting

Locking to a given gsm cell

Automatic SIM credit request and charge
Voice Recording and Playback

SIM server interworking

Virtual Channels

1.2.4. SIP

Fully compliant with SIP rfc's
SIP proxy



SIP register

Routed and Direct voice

Automatic NAT detection

Voice Recording and Playback
Class 5 features (see details below)

RFC 2543 compatibility

RFC 3261 compatibility

RFC 2976 The SIP INFO Method

RFC 3262 Reliability of Provisional Responses isss@n Initiation

RFC 2617 HTTP Authentication

RFC 3263 Locating SIP Servers

RFC 3265 Specific Event Notification

RFC 3420 Internet Media Type message/sipfrag

RFC 3515 Refer Method

RFC 3311 UPDATE Method

RFC 3581 Symmetric Response Routing

RFC 3842 Message Summary and Message Waiting trahidavent Package

RFC 3891 "Replaces" Header

RFC 3325 Private Extensions to the Session Irotiati

RFC 2778 A Model for Presence and Instant Messaging

RFC 3428 Session Initiation Protocol (SIP) Extendar Instant Messaging

RFC 1889 RTP: A Transport for Real-Time Applicagon

RFC 2190 RTP Payload Format for H.263 Video Streaamy routing

RFC 2327 SDP: Session Description Protocol

RFC 2833 RTP Payload for DTMF Digits, Telephony @smnd Telephony Signals
RFC 3264 An Offer/Answer Model with Session Destooip Protocol

RFC 3550 RTP: A Transport Protocol for Real-TimepAgations -replaces RFC 1889
RFC 3555 MIME Type Registration of RTP Payload Faitsn
draft-ietf-mmusic-ice-02 A Methodology for NAT Trassal for Multimedia Session Establishment Protecol
draft-ietf-avt-rtp-ilbc-04



draft-ietf-sipping-cc-transfer Call Control - Trdes
draft-ietf-sip-referredby-05
Custom protocol extensions are possible

1.2.5. SIP-H.323 protocol conversion
Signaling and media when needed

1.2.6. Codecs

G.723.1
G.729
G.711 A-law
G.711 u-law
GSM 06.10
G.726 (16,24,32,40 KHz)
T.38
DTMF
Voice:
Adaptive de-jitter buffer

Voice Activity Detection/Silence Suppression

Recording conversations
QoS
Packet saver technology

1.2.7. 1P

Ethernet 10/100 Base-T

Static IP

PPPoOE (DSL or cable modem)
DialUpISDN

VPN



1.2.8. VOIP-GSM Server

First centralized architecture for GSM termination
Multiple signaling protocol support

Load distribution between the operational channels
No hard limit on the number of simultaneous calls
High availability

High throughput (more than 50 million minutes/mgnth
No additional Tresto hardware required

Equipment management

Channel management

Simcard management

Automatic recharge

Access Control Lists

Routing (see below)

Billing (see below)

Exploits almost any SIM tariff model

Number translation

Protocol encryption

Media proxy

Automatic time synchronizations

H.323/SIP Gateway Topology Hiding

Embedded firewall

Enhanced Security (automatic detection of floodcks)
Web GUI for end-users

Encrypted communications

Distributed absolute fault tolerant system

External system supervisor service (email and daerssawatchdog can restart failed subsystems)

Class 5 Features:
Call Forward All/Busy/No Answer
Caller ID



RingGrouops

Call Return

Call Waiting, Call Hold

Caller ID Block

Selective Caller ID Blocking/Unblocking

Speed Dial

Three-Way Calling, Conference calls

Call Transfer (conditional/unconditional)

Message Waiting Indicator

Hotline

Call transfer, Attended transfer, Unattended transf
Voicemail

DTMF transcoding on server side

Interactive Voice Response (IVR) supporting appicce such as credit card and prepaid services
Video

T.38 fax relay

1.2.9. Call Center

Automatic Call Distribution: like simple automaticaling, power dialing, predictive dialing, predia intelligent dialing
Call Recoding: All calls can be recorded and stored

Real time call check out: Supervisors can listethéoongoing calls real time

PBX Features: Call hold, call wait, call transfeall forward (conditional and unconditional), catinference, CLIP, CLIR
Customizable Scripts: script tree, with any numifdsranches, answers, and reason codes.

Customizable IVR: Any number of language, any nundbdoranches, voice and faxmail, call transfetht® operators
Statistic generation: customer statistics, operstiistics, call related statistics, work timeistecs, campaign statistics
Campaign creation: supervisors can create a camgpaig

Invitation letter: customization, and automatiaping

Report generation: Specific hourly, daily and wgeaklports



1.2.10. Routing

ACL

Sophisticated configurations

Load Balancing on available GSM channels and ahgralevices
Rerouting

Number rewriting (calling and called)
Failovering (multiple levels)

Least Cost Routing

Call routing based on PLMN tariff packages
Blacklist/White list filtering

RADIUS

Support for NAT traversal

Automatic capacity rebalancing

Automatic channel management

Number portability support

Automatic SIM allocation:

Sim allocation rules:
Rules can be defined on multiple levels: globatinea, gateway, engine, simpacket, simcard, time
-Static
-will not modify gw settings
-Limits
-sl (day/month)
-packet allowed intervals
-min/max lines for partner
-Priorities
-sim partnerm, sim, gw
-Desired
-desired minute on packet
-packet multiplier
-Rotate



-“minrotateival”, “desired”, “maxrotateival”
-Price
-min/max pricediff on obj, maxpricepermin forsgem/partner
-Timetable
-BRS
-LCR
-and many other options

1.2.11. Billing

Flexible pricing

Automatic and Real Time billing (CDR records alrgattludes the prices)

Prepaid and Postpaid platforms

Directions (traffic sender,prefix,gateway,sim paglend time based billing. Lots of configurationtseys.
Reporting and price comparisons (LCR)

Invoice generation in different formats, PDF getiera email scheduler and invoice printing
Complete call rating & accounting services for ctempating schemes

RADIUS

Currency and VAT can be set for every packet. Tomee can be changed.

1.2.12. Management

Centralized configuration and management for dtinsre and hardware components
TManage:
-easy to use, mdi style
-almost every data query is parameterized witHitrdfrection and time
-all data in one place
-lots of data can be obtained from sl,asr,acl forms
-global system analysis
Create and edit network elements
Remote maintenance of Tresto gateways
Display of system information



Service restart functions

Display of the current status of each gateway dvashicel
Real time call supervision (with many grouping op#s)
Real time channel supervision (with many groupiptians)
Statistics (Text based and graphical ASR,ACD,St) eh any traffic direction and time scale
Disconnect Reasons (with many grouping options)

CDR monitoring, retrieval, direct CDR access

Global system analysis!

Routing pattern selection

Routing time selection

Failovering (in case of channel, gateway, direcatmerrors)
Best Route Selection

Billing module

Balance module

Real Time Capacity check

Ability to insert queries directly into the databas

Blacklist filtering

Self-analysis tools

Detailed logging (multiple levels). Detailed cak¢ing capability
Call simulations

Capacity and system load reports

And many more features!

1.2.13. Limitations

-The ammount of the traffic that can be handlededédp on the routing speed mainly. If you have Htalthse on a separate server,
make sure that the network connection is fast.

-The media routing will consume havy CPU resoutoes You can speed up the media routing if yourneee than one processor.
-The maximum database size for basic gatewaysemdrs is 4GB. If you need to work with more thamibcalls for more than 3
month, you should upgrade your license to the ack@nersion.



1.2.14. Known issues

Some features will work only with SIP protocoll

H323 GK doesn’t support username/password autteitc

RADIUS is compatibile only with some servers

Conference, VoiceMail, Number Portability and SBdnk business logic will come soon

1.3. Contact and tech support

Full remote administration supported.
24/7 technical support.
Visit http://www.gsmtermination.corfor more details.

2. Modules

Depending on licensing, some modules may not hiéabiain your release!

2.1. Soft switch

The Tresto Soft switch (Server) is the “brain” bétsystem. Depending on your needs, you can coasgnany gateways as you
want. Small companies can use “all in one” solugjamhere the gateway and the server are placéa isatme box. Large
organizations will divide the server in multipleitsn adding more power and fault tolerance. Up gatways the server can be used
with the built-in database engine. With more gatgsaar users it is strongly recommended to use omeooe separate database
servers (MS-SQL or ORACLE). The soft switch is btibm several modules: sip stack, h323 stack-d1323 conversion module,
media server, ACL, routing, billing, alerting.

2.1.1. SIP Stack

The Tresto SIP stack was written in C++. It's viast and robust, currently used by voip serviceviolers handling thousands of
users.

2.1.2. H323 Stack
Capable to work as a simple Gateway or as a faliyured Gatekeeper.



2.1.3. SIP-H323 converter
Thank to this module, the protocol conversion ig/Meansparent. You don’t even need to know if ypartners use SIP or H323.

2.1.4. Media Server

If your server needs to route the media channelshmy concurrent calls, you may need to use araepmedia server, thus
offloading the server traffic, and maximizing metheoughput.

2.1.5. Routing

With the Tresto softswitch you can build very s@picated routing scenarios. The routing is usuadlged on traffic direction and
time. LCR and BRS routing are available.

2.1.6. Billing

The server will generate the detailed CDR recofts aach call. Thus the billing can work nearlglfgme. (very important for
prepaid systems). You can generate various repodsnvoices based on a set of predefined rules.

2.1.7. Alerting and Daily report
The server can send various reports and alertsl lmaspredefined rules. The reports are sent bylem&MS.

2.1.8. Call Center
Manage operators, automatic call distribution, 18Rl other callcenter specific tasks.

2.2. VOIP-GSM Gateway

Tresto VOIP-GSM Gateways support 8 concurrent @adtsup to 64 simcards.
See thdeatures sectiofor more details.

2.2.1. GSM
All standard GSM capabilities are supported.



2.2.2.VOIP

Tresto VOIP-GSM Gateways can accept SIP and H3#i8trations, can act as a SIP proxy or a H323 afedr or Gateway. These
functions can be run simultaneously.

2.2.3. SIM Bank

The built-in simbank will allow to virtually routdhe simcards in other Tresto gateways.
Tresto VOIP-GSM Gateways can take advantage oktamrel simbank, so you can have all your simcarase place, easing the
maintenance and administration tasks.

2.3. Other components

2.3.1. VPC

Simple monitoring software fot business purposeshEpartners (gateway or simcard owners, trafficiees, etc) can have their own
VPC to monitorize their own traffic and create régpo

VPC Setup

You can give the VPC for any of your partners. paeners can login to the VPC with they usernantegassword configured in the
“Users and Devices” form in TManage. Usually on@wner” users will receive VPC access.

You can define what users can see in their VPCeliyng the “Can watch sim packets”, “Can watch sikavices” and “Access
Rights” in the user configuration form (billing falseesection 4.3.Xor more details.

The VPC included with TManage has the capabilitiptpn as a superuser. To do so, you have to goterpartner username, but
use the admin password (from the “ad” accountgnlyou have access to the “Add Query” button inMR€. Here you can
add,delete or modify the existing queries and thewess rights.

In the “rights_allow” field you can put a list ofer id, “all” or “nobody” fields. The same for theghts_deny”. Thus you can
configure which partner can see and execute whiehies.

2.3.2. Helper modules

server service:the brain of the system
H323 GK: standard H323 gatekeeper
SIP Server:sip stack

Media Server: rtp routing



VGW: voip-gsm gateway, the most essential part of tieatl

client service:this service supervises the gsm gateway and gicesaainterface to the server
TManage: smart client software, capable to manage the evegétem
supervisor service:this service supervises the vserver

alerter service: collects statistical information and reports it
recplayer: can play g729, g723, encrypted, raw PCM and wdes fi
loganalizer: log file parser

gwtest: handle gsm terminal (no h323)

ipmux: packet saver client and server

serveremulator: server interface to gk

simalloctest:test the automatic sim allocation

smtp_test:test smtp functionality

tariffcalc: estimate sim packet real price

tcperver: tcp server for test

udptest: udp through test

valerterclient: alerter sw which can be installed on client comgaute
vchargecards:manage chargecards

vclientinterface: platform specific functions for the gw
partnerclient: admin sw. for our partners

pricesettings:for packet price configuration

routingandprices: for config. routes, prices and sim packet priositie
servertest: brute force test for the server

supervisor: supervises the server

updater: automatically updates client software from the seftp
mediasrv: media server for routing rtp packets
businesslgc:.controls the routing, registration, endpoint letdpoint creation, udp initialization



3. Maintenance Tasks

When properly set up, Tresto software doesn’t neednany administration tasks. The routing williedjautomatically to the
external conditions. Every software module has agpair features. However if you have millions ahates/month, you may watch
the system parameters every day.

3.1. Overview

3.2. Quick Setup

In order to get a working system, here is a chstldhich may help you:

1. Connect the gateway(s) and/or the server to¢hsork.

2. Install the TManage programs in a separate @ i monitoring your Tresto devices. network (yan find it on the Tresto
install CD which is shipped with every product)

3. Set up the gateway(s) and/or the server netpar&meters with the VnetCfg utility

4. Put your simcards into the gateway (see the énadpw)
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5. Connect to the gateway or server with the TMar(ag typing its ip address and username/passwditkilogin form)
The default username/password is admin/tpwdadmin
6. Set up the basic parameters from the “Configumat form

Be careful.
7. Set up one ore more packets for the simcart®ifiSIM Packets”

Be careful with the following settingsrepaid/postpaidallowedpartners
8. Set up the simcards. You can add simcards mignbat it's easier to wait for them to registehéh you only have to modify its
packets, owners and the recharging settings (“Suistdorm)
9. Add some traffic sender in the “Users and Desidorm.

Be careful with the authorization settings
10. Set up the routing (“Routing” form)

Add at least one routing pattern (name ga@aswish)



Add at least one entry to its priority liso(y newly created packet or some other direction)
11. Set up advanced routing —Optional

Firewall, prefix rules, BRS, etc
12. Set up the billing module —Optional
13. You are ready to accept traffic now.

3.3. Daily Maintenance

You should check at least the followings every day:
-Current Calls —to quickly check if you have tleguired amount of traffic
-GSM Channels (channels with problems are markiéured)
-Quality Statistics by traffic senders and terrtimggateways
-Run a global system analysis (“Analyze” form)

3.4. Monthly Maintenance

-Check your cash flow (“billing” form) to check your routing is still profitable
-Logs (errors and critical levels)

-Analyze your traffic by using the “Advanced Stats” form

-Remove blacklisted but good numbers

4. Administration

4.1. TManage

4.1.1. Overview

Although the server and the gateway are PC basedwifl newer have to login to the PC. All admiméton tasks are done from
TManage.



4.1.2. TManage Installation

The TManage program group is shipped with all Trétardware components. Occasionally you may visitveebsite to download
the newer versions. The software is shipped aaralatd windows install package. Requirements are:

-Windows 2000/XP/2003

-At least 1024x768 screen resolution for betteraipen

-You may need a headset for tescalls

-Network connection

Double click on the install exe and follow the nustions.

During the install procedure the followimgodules and fileswill be copied:
-TManage.exe —tha main executable

-VPC.exe —admin version

-VSQLRouter service —for compressing and encrypsigigequests and answers
-VOIP client programs (SIP and H323)

-Adobe Acrobat Reader —optionabf be canceledluring the install process)
-Cute PDF Writer — pdf printer driver used for regand invoice pdf creation -optionabf be cancelediuring the install process)
-Utilty programs: tariffcalc.exe, smtptest.exe egitexe etc

-Required dll files

-Help files

-Uninstall.exe

-Other files (depending of your install packagefauration, OS version, etc)

When properly installed, you are ready to loginyoar server(s) and/or your gateways. If you hacerdral server, all administration
tasks can be done connecting only to the servgouf gateways are running without a server, yostrnannect to each gateway
separately for doing administration tasks.

The following values are required on login:

App Server: server ip address

DB Server: databse ip address (“default” can be ifdbe same as “App Server’ address )
DB: Application and database instance (becausegéesserver can hold several virtual server)
Username: login name



Password: login password
Use encryption: encrypt and compress the serveunmation (requires the “vsglrouter” service toayu

4.1.3. TManage Framework






Almost all tasks are done by selecting an item ftbenleft side of the main form. For detailed dggmns please read below.
In the Menu you can find common tasks such as itf®@gtt, “Save As”, etc. The selected action usub#g effect only on the current
active form.
From theFEile Menu you can save, print or export the selected forsudldatabase operations are performed froritliie
Menu. In theFavorites Menu you can see the most frequently used items. Iidiods Menu you can find a set of helper
applications explained later in this document.
In theSettings Menu the most important form is th&é&lect Directiori which will filter almost all listing used in TMaage.Here
you can define your preference regarding the trafifiection including Source and Destination. Yan @lter on Item Type, Item,
Group, Number Prefix, Packet and SIM Cdfdr example you may select one SIM ID, and wheditgalogs, you will see only the
messages related to the selected simcard.
In the left-bottom side of the form, you can findedit box used faguick search.You can use the *’ character in the begin
and the end of expressions. (For example when Beagyéor CDR records).
Most of the report will be filtered after the sdletDate Interval also.
In the Thresholds you can set some thresholdsfos@danage. This setting doesn’t have any effectshe server or gateway. Server
and gateway thresholds may be set up from the Qumafiions Form explained below. In ©@tions Windows (still from the Tools
Menu), you can set up several important TManagarmpeters.
In theHelp Menu you have access to documentation.
In theLicensing box you can see your server parameters (them é$fect if you change these values, because drassed
only for informing you) Depending on licensing, some modules may not bi&abiain your releaseDccasionally you may need to
know the software version you use, which you cad i theAbout box.

Example: How the check your ASR for the traffic sender ‘if’the last week.

. In the date-time drop-down list, select the t\A&ek” field

. In the “Select Direction” form set the “Sourdggft side) “Type” to traffic sender, and select™ the “Name” drop-down list (or type “A” manugll
. Launch the “Basic Statisitcs” form under Moniihay.

. Clear the “Group by” option (select the first line)

. Make sure the ASR checkbox is checked

. Click on (Re)Load

. Depending on current server config and curregd lthis query may take some time (on a usual gordtion this will take 2 second)

~NOoO O~ WNE



4.2. Monitoring —TManage



4.2.1. Current Calls

Currently running calls are listed here. Calls teated on Tresto Gateways are displayed in sepbsafeom other directions. You
can filter the listing by selecting your prefereniae the “Set Direction” box (as you can do in matiyer parts of the program).



The following grouping is available: by caller, bglled, by called prefix, by simowner and by sinchet.

Field Explanations:

Status engine or simcard status. Can have the followadges: Gateway Disabled, Off (no info), Not Activeateway
Disconnected, Closed, Not Ready, Ready, DialinggRig, Speaking, Call Ending, DTMF, Simulating Qaitgy, Simulated
Incoming, Routing to SIMID, Routing to Alias, Rood

Duration: seconds elapsed from Setup (not from Connect!)

Caller: source name (user name or traffic sender name)

Called: destination name (user name or traffic senderejam

CallerNumber: the phone number of the caller party

CalledNumber: the phone number of the called party

Dialed: number routed to called user or gateway (withpeefix)

Line: the number of the gsm channel (usually from @)to

SimPos the position of the active simslot in the currengine (usually from O to 7)

SIM Owner: the owner of the SIM Card

Packet the type of the SIM Card

TodaySpeachLength the number of active minutes on the current sicheance 00:00

ThisMonthSpeachLength the number of active minutes on the current sicheace the first day of the current month
SIM ID : sim identification number

4.2.2. GSM Channels

Usually this is the most frequently used form by thchnical support. You can see the status ¢f gam channel on your
gateway(s).



Status Filter:

Existing lines: List only current running channels. (this doesnédan that the channel is workable. We list allhcieds who have
reported there status in the last 5 minutes)

Good lines only workable lines are listed. (ok status anthweinough credit)

Credit problem: will list the channels with low credit and whéeretcredit request/recharge functionality doesn’tknaroperly
Wrong lines: list all “bad” channels
Last week detectedall active simcards in the last week



All': all channels including disabled ones

Sim distribution: all existing simcards

Not used postpaid Some simcards may not receive calls for mang dianye to some misconfigurations. You may checkligtis
occasionally to be sure that all of your postpaitcards are working.

Active and not used Working simcard without calls on it

Monitor: simcards grouped on gsm channels. You may detissing “holes” very easily by scrolling down thist. This listing is
almost the same as in the “Line Monitor” form.

Field Explanations:
ID: database unique identifier
SIM ID : sim identification number (you can find this nusnlvritten on the simcard)
IMEI : unique gsm engine identifier
Monitor : the status of the channel. The following valuesdefined:
-unknown: you may have to reload
-missing: no simcard detected
-sim disabled: the “enabled” property of the sindlciarset to false. No calls are routed to that anthc
-gw disabled: the “enabled” property of the gatevgaget to false. No calls are routed to that gatew
-gw missing: no status from this gateway for m&want8 minutes
-sim missing: no status from this simcard for mihi@ 8 minutes
-sim temp. disabled: the simcard “temporarily disdbproperty is set to true. You must reenablesingcard to receive calls.
-gw temp. disabled: the gateway “temporarily disdbproperty is set to true. You must reenableghtway to receive calls.
-packet disabled: : the “enabled” property of tmepacket is set to false. No calls are routed ¢éontlembers of that packet.
-closed: the channel is in the “closed” status. Bamor simchange or maybe is in restart.
-failovered: call quality has dropped below thedafined values, so the sim priority is lowered
-cannot get credit: credit automation malfunctidhere are simcards from which the operator mayicesihe credit request if
they have no credit. Also you may need to checlpteket settings related to the credit requestckCties logs too.
-wrong statistics: wrong ASR or ACD in that chanimelhe current day
-wrong ASR: the ASR is low in that channel in therent day
-wrong ACL: the ACD is low in that channel in thereent day
-expired: the simcard has reached the predefimeitsli{you can configure this limits in the SIM Patkform)




-low credit: not enough credit on this simcard. €&# you have enough chargecards and the cretbth@ation is working
correctly.
-autodisabled: same as failovered
-ready (in black): no calls have been routed inlélse 10 minutes on that channel (but the simcawmdarking without
problems)
Status channel status as reported by the gateway. GCantha following values: Gateway Disabled, Off (nfo), Not Active,
Gateway Disconnected, Closed, Not Ready, ReadyinDja&Ringing, Speaking, Call Ending, DTMF, Simuitet Outgoing, Simulated
Incoming, Routing to SIMID, Routing to Alias, Roodj
Line: the number of the gsm channel (usually from D)to
SimPos the position of the active simslot in the currengine (usually from 0 to 7)
SIM Owner: the owner of the SIM Card
PartnerID The database ID of the owner user

Packet the type of the SIM Card

TodaySpeachLength the number of active minutes on the current srcheance 00:00

ThisMonthSpeachLength the number of active minutes on the current sicheance the first day of the current month
ThisMonthSpeachLengthPeak the number of minutes since the first day ofagheent month in peaktime
ThisMonthSpeachLengthOffPeak the number of minutes since the first day ofdeent month in offpeak times
ThisMonthSpeachLengthWeekendthe number of minutes since the first day ofdheent month in weekends

Username Gateway Alias

Credit: current credit on the simcards. Refreshed aftealis, and corrected after credit requests (MAdluded!)

InitialCredit : you may save the initial credit of the simcardehe

Tpercek: special field for TMobile Tminutes

AllowedPartners: comma separated list of allowed partners anficra¢énders. “** will allow all. You may restriche access on
gateway or simpacket level instead of settingrntaibsimcards separately. Try to use the packé&vedpartners” setting and leave it
as ' for the simcards!

Prepaid: loaded from the packet settings (1 if prepaid,@stpaid)

Datum: the date when the simcard was inserted in thebdae (first use)

Comment you may place any comment here

LastError : last error message received from the gatewatectta the actual simcard

LastLog: last log message received from the gateway eklatéhe actual simcard



LastFailedCalls: the number of subsequent failed calls (not cotatecalls)
LastWrongCalls: the number of subsequent wrong calls (below tedgfined speech length)
LastGoodCalls : the number of subsequent good calls (abovertbeefined speech length)
FieldStrength: combination of last reported field strength valug@ercent (0-100%) and the rx quality (from (rto9 is invalid).
Value = field strength*10+rxqual (divide with 10 get the fieldstrength. The remaining is the rtgua
Pin: the security code of the simcard
LastRecTime : the date-time of the last message received thansimcards. Every channel will send status ngessia every 2
minutes and on status changes
LastCallerid: the destination id of the last call attempt
LastDialedNum: the called party number of the last call on tinecsrd
LastCallBegin: the date-time of the last call attempt on thecsird
LastCallEnd: the date-time of the last call attempt on thecsird
Enabled: set to O to disable the simcards instead of ugjet
TemporarilyDisabled: you can disable the simcard temporarily for memaince tasks by setting this value to 1
DisabledUntil: used for automatic failovering. If the value ae the current time, the simcard is in failovestate
DisabledCause last disable cause explained
ReenabledCount how many times have the simcard reenabled afi@icaver
LastReenabled the date-time of the last reenabling operation
TodayCallCount: call attempts from 00:00
ThisMonthCallCount: call attempts from the first day of the currerdanth
AllCallCount : all call attempts on the simcard until now
AllWrongCalls : all wrong calls on the simcard until now (spetigth below the predefined value)
AbsolutePriority : if you set it higher then on other sims, all sallill be routed here primary
Priority : routing priority boost
Filtering : determines how we check the blacklist and thexknoumbers
0-no filter: allow all numbers
1-allow blacklist ,sure” level: 0,1 and 2 (tb_bkdist)
2- allow blacklist ,sure” level: 0 and 1
3-allow only blacklist ,sure” level: 0
4-block all blacklist
5-allow only known numbers (listed in tb_knowngoadhbers)



6- allow only known numbers that are 100% ok (ssirein tb_knowngoodnumbers)

Co_....: fields used by server for fake call and smsutations

BestDirection: used for automatic simallocation

BestPrice used for automatic simallocation

EnginelD: the corresponding engine (tb_engines.id)

Credit automation related fields:
CheckCredit: credit calculation or request/chargerations needed
CrequestEnabled: automatic credit request enalibadied (1/0)
LastCreditRequestTry: the date-time of the lasflitmequest command issued by the server
AllCreditRequestCount: the number of credit regsiest
LastCreditAnswer: the date-time of the last answehe credit request command
CreditRequestFails: subsequent failed credit rdq@dseck the credit automation logs if this goesvab3
LastCreditRequestFail: : the date-time of the fla¢d credit request
ManualCreditRequestNeed: when set to 1, the semlerequest the credit from the simcard in 5 memsut
ChargeEnabled: automatic recharge is enabled/eid&bl0)
MustCharge: when set to 1, the server will chahgesimcard in 5 minutes
LastCreditChargeTry: the date-time of the last itrelthrge command issued by the server
LastChargeCardID: the database identifier of tkedharge card used for this simcard
LastChargecardPrice: the value of the last chaage used for this simcard
CreditWhenCharged: the credit value after theriasharge operation
AllChargeTryCount: number of charge operations|umaw
AllChargePrice: the sum of the total charge caldeva
FailedCharges: subsequent failed charge requdstsk@he credit automation logs if this goes ali®ve
LastChargeSuccess: the date-time of the last ssittigscompleted charge operation
LastChargeFail: the date-time of the last failedrgle operation
CreditDiffErrors: too big difference detected omsiredit reports

4.2.3. Basic Statistics
Shows the main quality parameters of your system.



CDRC: call attempt count

SL: speech length (duration in minutes)

ASR: average success ration (percent)

ACL, ACD: average call length, average call dunatjm second)

You can select any direction in the “Select Direiet” Box, to check only that specific traffic. Altere are some simple groupings
available:

-No grouping: will display the total sum. Chartwieare supported only with this option
-Group by Called Gateway: list of destination gadgstatistics

-Group by Traffic Sender: list of statistics by s

-Group by SIM Packet: statistics by SIMCard type

-Group by Provider Direction: statistics by callagmber prefix (first 4 digits)



4.2.4. Advanced Statistics
This is an extended version of Basic Statisticau ¥an find more grouping options here.



Additional reports:

-ASRB: average success ration, but here the “satoesans a minimum amount of duration. Configurabl8ettings Menu ->
Thresholds Box

-ACT: average connect time. The time elapsed fretapsuntil the connect in seconds

-PF: profit. This require your billing module to peoperly configured

-SUCC: successful call count (same as ASR butmpéercent)

-CCC: concurrent (simultaneous) call count

-RTP: media channel statistics

You can make the grouping by minute in this fornchgcking the “on minute” box.

The following “grouopby” options are available:

-: display summary data (no groupby)

Caller and Called: group by caller and called users

Caller: group by caller (source) user

Called: group by called (destination) user

Traffic Sender: group by caller (source) user,dhdw only traffic senders
Called Gateway: group by called (destination) ulset show only gsm gateways
GSM Engine: group by called gsm channels

Gateway, Packet and SIM Card: group by called sich@nd show the actual gateway and packet)
SIM Card: group by called simcard

Caller IP: group by caller ip address

Week —absolute: group by week, but with sum (dgroupby to months)
Day —absolute : group by day, but with sum (dontugpby to weeks)
Hour —absolute: group by hour, but with sum (dgntupby to day)
Week: group by weeks

Day: group by days

Hour: group by hours

Minute: group by minutes

Day Compare: comapare current weekday with laskweesame day
Called SIM Packet: group by called simcards group

Partner/Day: group by partner and day



Partner/Hour: group by partner and hour

Partner/Minute: : group by partner and minute

Called Country: : group by called user country

Called Direction: : group by callednumber zone

Provider direction (prefix):: group by callednumipeefix

Provider direction (name): group by callednumbezadion

Direction and packet: group by prefix and simpacket

Provider direction and packet: group by callednunzome and simpacket
By caller root endusers: group by billed or compealerusers

4.2.5. Disc. Reasons
Disconnect codes in graphical form by any trafiiection.



The server will collect the reason in the most appate format depending on the protocols usedekample for a call from voip to
gsm if the disconnect was caused by the gsm gasey, you will se the GSM network reason code Hetkerwise, if the disconnect
source was the caller party, and then you willl4823 or SIP reason codes here.

The most common reason codes are the followings:

-SIP, Bye: normal SIP close code

-SIP, CANCEL: the call was canceled by the calhat connected call)

-H323, Remote endpoint application cleared calimrad H323 disconnect

-H323, Remote endpoint stopped calling: the call wanceled by the caller (not connected call)
-GSM, Normal call clearing: normal GSM close code

-GSM, Normal unspecified: normal GSM close code

-Server, Blacklisted: dropped due to ACL (blachlist

-Wrong Media: no voice activity detected.

4.2.6. Line Monitor

This is a simple listing of your channels. You clscover all simcard problems by scrolling dowrs thst. (Missing channels are
highlighted)

4.2.7. Capacity Check
This module tests the capacity for the predefineecton in priority order.

4.2.8. System Load
Shows system utilization statistics.

4.2.9. Server Console

Direct interface to the server command port. Typkp o see the available commands. You can comexdtly to any gateway
interface.

Command defined on gateway interface:

help  show this command list



info show status and important parameters

cmd launch the predefined process
exec launch the predefined process
file will send the requested file

showlog will send the last lines from the redaddile
timeset will sent the current time

setini  write to config file

getini  read from config file

dtmf send dtmf

ftpget  load from ftp

ftpput  put file to ftp

selfupgrade do a selfupgrade

gwrestart restart the gateway process

pcrestart restart the gateway (hardware)

4.2.10. Server Monitor

Will connect to the server logport. The trace ledegbends on configuration (Open the Configuratamf type “log” in the filter box,
and hit the enter button. Then you can see albaptregarding to log levels)

4.2.11. Logs

Here you can see the log records for the serveeaed/ connected Tresto Gateways in the seleateglireiod. You can restrict the
listing by defining the source, severity or filtegl



4.1.12. Analyze

You will get detailed system analysis in this m@&dulhus you can see through the system by onlyranese click. Malfunctions are
colored in red.

4.1.13. CDR Records
After every call, a new CDR is stored in the dassha



|d: database identifier. Auto increment

Datum: the date-time when the CDR were insertealtimt database (call end time)
Connecttime: time elapsed until call fail or cathup (routing+ringing time)

Realduration: speech length

Discparty: disconnect origination. 1=called or g&xnc¢aller or h323, 3=router (server)
Discreason: disconnect reason code. Explanatiotis nreasoncodes

Callerid: caller database id from tb_users

Callerip: the origination ip

Callernumber: caller phone number (or sip username)

Calledid: called database id from tb_users

Simid: called simid (if any)

Calledline: Engine (phone line) or the called prexyhorization id (from tb_proxyauth)
Calledip: the ip address of the called party

OrigCalledNumber: received called party number (notified)

Callednumber: techprefix and the normalized caflechber If the server will block the call too early, thaowmay have the “origcallednumber” here (no tecipre
and normalization)

DialedNumber: the forwarded called numlimetimes only the “callednumber” will be insterteere)
Rtpsent: rtp packets from caller to called. O ifrtprouting. At least 1 if routed. If remains et routing has failed
Rtprec: rtp packets from called to caller. O ifrqmrouting. At least 1 if routed. If remains lethrouting has failed
Rtplost: lost rtp packets

Rtpcodec: voice codec name

Rtpframes: rtp payload framed in one udp packet

Signalin: audio signal strength into the playbaekide

Signalout: audio signal strength received fromabéio recorder device

Costprovider: call cost to the provider (ex. Tmepil

Costenduser: cost for the caller (ex: a sipusérafiic sender)

Costsales: sales commission if any

Costcompany: price for the reseller company

Costadditional: can be used for anything

Recfileid: if we have recorded the voice, thenrattes field we can found the recorded file
Comment: with details about the call setup andatieect



Rtpsent and rtprec is 0 when media routing hagdh{lf we don’t route the media, or the terminaterglpoint don’t send media info
to us, the system will set there values to 1, socttndition will be true)

All prices in the cdr records are calculated witAVincluded!

4.3.14. Balance
Duration lists of several traffic types.

4.3.15. Agent Statistics
Statistics related to callcenter operations.



4.3. Access -TManage

4.3.1. Users

This form will allow to manage the users of thetegs (Endusers, SiP users, Administrators, Techp@tpisers)

You canlist the users with the following filters:
-ActiveNow: gateways with received status in thet BBminute or endusers active (register or iméteived) in the last 3 hour
-Active:
-gateways with received status in the last 24 loowrhen “mustbeactive” is set to 1
-endusers active (register or invite receivedhmmlast 24 hour
-All Enabled: where the “Enabled” field is not O
-All: all users
-New Users: users added in the last month
-New Web Registrations: users added in the lasttimioythe web registration form
-Low Credits: will list users with credit lower th&000

ID: database id. Auto increment

Type: user type
O=enduser (usually a sip useQperator if isoperator set to 1
1=reseller company (usually a sip reseller)
4=sim,gw or traffic owner (sim partnerid or gateyvparentid show this id)
5=traffic_sender (parentid can be a simowner oraegvayowner)
6=sales (parentid is the reseller id)
8=gsmgw, (parentid is the gatewayowner)
9=sipproxy, (parentid is the gatewayowner)
10=h323gw, (parentid is the gatewayowner)
11=isdngw, (parentid is the gatewayowner)
14=support (can operate with tmanage, has ftp aotpu
15=admin (can see and modify everything)

ParentID:



if a sipenduser then reseller company

if traffic sender, then traffic owner

if gateway, then gateway owner
BillingUserID:

If the current type is an end-user, then carelzaBillingUserID where we send the invoices.df set or the same ID as the current, than the
will be generated to itself. For example in a compall bills will be sent to the boss (company i@dd), nit the employee
IsBilledUser: set to 1 if this user is not a reavice user, but a user who pays for other usarallisthis is a company who pays for its employe
UserGroup: users can call each other only if thee gsoup is the same (default: 0)

usually users with the same parentid (reseller)cbasmon parentid
Ringroup: a list of userid separated by comman(athber will ring when the actual user will be cd)le
Name: user first an last —-name
Country: sip phone country (important for prefixes)
ContactName: additional name
UseCallingCard: if has calling card (usable with podes)
CanbDial: example: for sipuser is 1. for simownearg i
IsCompany: if the current user actually is a conypan
BelongsToCompany: when a company has more thesuseriber. Used for example for short sip numbers.
Phone: user phone number (but not the sip phone)
Email: where the user can be contacted
Address: where the user can be contacted
Billaddress: where to send the invoices
TelNumber: sip telnumber.users can be contactee ifall there username or telnumber
ShortTelnumber: sip short telnumber (for exampkeieral users has the same BelongsToCompany field)
DisplayName: how the user will be displayed. Camiié
Username: the most important field. Used in autfieation.
Password: password applicable everywhere (sip, Wk, etc)
Ip: sipphone, sipproxy or gsmgateway ip address. SEnver will overwrite with the last known ip adsls
Authlp: if we want to authenticate after ip, noteafusername/password
NeedAuth:
-If NeedAuth is 0, then the system is an openreday !!!!
-If NeedAuth is 1, then AuthlP must match (usuatisn SIP traffic senders)



-If NeedAuth is 2, then TechPrefix must matchgligfrom H323)
-If NeedAuth is 3, then TechPrefix and IP mudichméusually from H323)
-If NeedAuth is 4, then user/pwd must match (isfr@im SIP end-users)
-If NeedAuth is 5, then username must match
AddDate: when the user has been inserted in tladse
Rights: rights on user interfaces
0: no access
10: cannot login (disabled)
20: can login but no rights
30: a normal user
40: sales
50: admin
60: general admin
AddedBYy: the user id who have added this usergsaleb registration, etc)
Commission: used for sales to define their commspiercent from the enduser price
Reduction: sales user can give to enduser somerdgubstracted from their comission)
LateFee: applicable when the user is late payiagmnyoice cost
PacketID: billing for users, traffic senders
BillingDay: usually 1 (the first day in every month
Qualification: the importance for the user. Frono @0. for example if the user has big priorityerihwe route its calls to better routes
Postpaid: if the user will prepaid or postpaid
PaymentMode: Check (0), Bank Tranfer (1), CashKE®e (3)
ContractNumber: contract for end-users
Allowedpartners:
Allowed traffic senders for the gateway, or allowgadeways for traffic senders.
A list of user id searated by comma or *’
Note that parent users will be checked too
Enabledprefixes: can be one prefix (with any lehgtha list of prefixes with 4 or 5 digit separategdcomma.
Can be used for trafic senders and gateways tomesdd to setup a separate routing pattern if geuthis restriction.
BlockPrefixes: list of called prefixes that will bocked for the user (techprefix will not be calesied here). Numbers listed here must have 7
length and separated with comma.



ContractState: the status of the contract
0- Unknown

1- Not applicable
2 -In Progress
3 -Active
4 -Terminated

ContractComment: additional comment for sales
Credit: when postpaid, then we also can set a meuat (which will reset in every month)
Enabled: if disabled, it behaves as if it were tile
DomainName: sipproxy domain name
Port: signaling port
Translp: secondary signaling ip
TransPort: secondary signaling port
RouteRtpCaller: routing mode if this endpoint is taller
O=check called settings —this is the preferredisgs
1=don't touch the sdp and the rtp
2=sdp correction if necessary
3=route rtp if both behind nat
4= route rtp if caller is behind nat
5=route rtp if called is behind nat
6= route rtp if any endpoint is behind nat
7=always route rtp
RouteRtpCalled: routing mode if this endpoint is talled
O=check caller settings
1=don't touch the sdp and the rtp
2=sdp correction if necessary -this is the preddrsettings
3=route rtp if both behind nat
4= route rtp if caller is behind nat
5= route rtp if called is behind nat
6= route rtp if any endpoint is behind nat
7=always route rtp



Rtp settings will be checked first for the called @hen the caller (so if the caller RouteRtpQadiettings is not 0, then it will overwrite the leal
RouteRtpCalled settings)
Rtplp: last rtp ip
RtpPort: last rtp port
ServerRtpPort: last bind (we try to use the samevery user)
NatDetected: 0= no and don’t change, 1=no buteachanged, 2=yes but can be changed, 3 yesoartcciange it
NatDetectDisabled: deprecated
Status: O=inactive,1=registered, 2=speaking (tust@ate is too old, then treat as 0)
StatusDate: last status change
CalledNumber: last called number
CalledID: last called id
Discountl: discount percent. users can have digsonrior max 3 directions
Directionl: prefix. users can have discounts inniaix 3 directions
Discount2: discount percent. users can have digsonrior max 3 directions
Direction2: prefix. users can have discounts inniaix 3 directions
Discount3: discount percent. users can have digsonrior max 3 directions
Direction3: prefix. users can have discounts inniaix 3 directions
TechPrefix:
The server can authorize and/or route the trafter éhe incoming techprefix.
Sip users can have techprefixes too. this is usaathmon for reseller company users.
If no techprefix is specified, then it will be loadifrom tb_pxrules if any.
Sim owners and vpc users can have a list of prefseparated by comma.
If no techprefix is specified, 111 will be insertiedl incoming called numbers.
If the techprefix is ,-1”, then the original teclgix will be forwarded.
If the techprefix is ,-2”, then the original teclgix will be inserted in cdr record (but not forwlad).
If the techprefix is empty, then only the normatizallednumber will be forwarded.
The following techprefixes are reserved for theveerl11,222,999.
Addtechprefix: we insert this number before théecthdumber if the caller don’t send its calls wiglgh prefix
MaxLines: max concurrent calls allowed
maxlinetouse: deprecated
CurrCallCount: current running calls (usable faffic senders)



enablefakegw: if we don’t have capacity, we canegdi823 calls to a fake gateway to prevent congesti
candisablesim: if the router will check the disaloietil field from tb_sims

alarmat: we can ring the sipuser if it is set

forwardonbusy: telnumber where we have to forwheldalls when busy
forwardonnoanswer: telnumber where we have tododwhe calls when we have no answer
forwardalways: rerouting

voicemail: if we can send messages as emalil

mincreditonroute: if user has less credit, therdae’t even route the call
regtimeout: reregistration interval for sip proxies

maxsubsfail: we set the ,nopriority” field when wesach ,maxsubsfail” failed calls
subsfails: successive calls with duration smallant20 sec

nopriority: this gateway has lowered priority iretrouting until this date
noprioritycount: successive lowered priority couirtasr:

minasr: minimum asr before failovering

minacl: minimum acl before failovering

mincallcount: min. Cdr records to calculate mirasd minacl

lastrouted: last call time

active: applicable for gsm gateways.

display: text to display instead of username

description: important comment

comment: any comment

lastrectime: last status receive from this gsmwaye

realgw: we can have fake voip-gsm gateways

temporarilydisabled: gsmgw is temporarily disabled

onlytestcalls: we allow only calls with techprei29

testprefix: we allow only this techprefix

datum: when the user has bee inserted into théasd¢a

mustbeactive: if the gsm gateway must be activdl. diactions if this field is 1 and the gateway active
notactivecount: how many time we found that theigwot active

channelcount: gsm channel count

minline: minimum active lines. If we found lessdiactive, then we do actions



nominlinecount: : how many time we found that gaehas not enough line

prioritypartner: this partner will have priority ¢his gateway

callerpriority: this caller prefix will have pridsi on this gateway

calledpriority: this called prefix will have priayi on this gateway

autopriority: set by server. If the gateway is wgpthen we lower the priority until this time
absolutepriority: if we set it greater then for@tlyateways, all calls will be routed here, untiifilled, regardless to other routing settings
priority: gateway priority

swversion: gateway sw version

lastrestart: gateway last restart

pingtime: deprecated

avgkbitssec: deprecated

maxkbitssec: deprecated

bandwidth: deprecated

restartcount: gsm sw restart count

pcrestartcount: gsm gw (pc) restart count

lasterror: last error message from this gw

lastlog: last log message from this gw

callsigaddr: h323 port

isfake: we can have fake voip-gsm gateways

forwardearlystart: if we can send media paramdiefsre callstart (OK for INVITE). 2 if check called
changesptoring: if we have to change the sessipmigress message to ring. . 2 if check called
identityforward: we can toward these kinds of uaenas and the other we rewrite to ,identityrewrite”
identityrewrite: if the caller username don’t mathlk identityforward prefix, then we rewrite it
PlayAdv: if we can play advertisements for thisruse

Maxmonthlycredit: max allowed credit/month evethi¢ user is postpaid (in ft not in filler)
Maxmonthlycreditend: max Maxmonthlycredit (becauseincrease Maxmonthlycredit by maxmonthlycredit@very month if the user was acti
Maxmonthlycreditinc: determines how much money weé 8 Maxmonthlycredit every month
ContractNumber:

Contact Status:
0-Unknown
1-Not applicable



2-In Progress
3-Active
4-Terminated

Contract comment: any usefully comment for salee he
Noanswertimeout: will redirect if no answer receive

sendfakealert: used for gsm gateways. Specifiesrtf@ut in sec after that the gsm gateway willdsan alert to voip even if no ringing have bet
received from gsm network. Set to 0 or -1 to disalism gateway settings will overwrite the traffender settings if is not set to -1
sendsmsalert: use for support and admin acountss&vid sms notification to the configured “phomndien a critical error occurs
sendemailalert: use for support and admin acowMvilssend email notification to the configured “eitiavhen a critical error occurs
sendsmsreport: daily sms report for support andra&im

senddailyemail: daily email report for support atnins

sendmonthlyemail: monthly email report for suport admins

Missed by SMS: notify about missed calls by smsudllg used for endusers
Missed by Email: notify about missed calls by emidgually used for endusers

Can watch sim packets: list of packetid separayecbimma, used for VPC access. The actual partmeseathis simpackets with his VPC accol
Can watch users/devices: list of users and gatewdageparated by comma, used for VPC access. Thalgartner can see this devices with his
VPC account
Access Rights: specify wich fielss are allowedtfe user in the VPC application

0: simcard and traffic sender fields are not shown

1. simcard related fields are not shown (simidkethame)

2: traffic sender related fields are not showm{eausername)

3: all fields are shown

CLI: CLIR and CLIP settings
0: forward always
1: normal handling
2: forward as asserted identity always
3: forward as asserted identity only to trustechdms



4: hide
5: force hide
IsOperator: specif if the user is a callcenter apmer or a normal enduser
Choosecodecs: list of supported rtp payload fornmgpsiority order separated by comma. Only ond el selected. Don't set this field to disable
selecting only one code.
If set, than only one codec will be left in sup (plus the dtmf codecs). This will help, whensiérver answer to invitation with more than ondesin the 200
The client should answer with the final codethie ACK, but many endpoint fail to do so.






4.3.2. Devices

Administarton of Tresto Gateways, Other GSM Gatey&823 Endpoints, SIP Proxies, ISDN Gateways dneracompatible
devices. The fields are the same as for the seesabove)

If the actual sipproxy require authentificationethwe store the accounts in this table

|d: database identifier. Auto increment

Priority: Account priority (accounts will be used priority order or in round-robin if they have edjpriority)

Username: sip username used in authentification

Password: sip password used in authentification

CallerNumber: usually the same as username. lakefilank, then the server use the actual callaname.

Credit: account balance. When it reach 0, thenwitels to the next account if any

DateEntered: record insertion date

LastUsed: the date-time when the server was radeee calls with this account

ProxylID: to which proxy the account belongs

Enabled: set to O to disable the usage of thiswattco

SubskFails: the number of subsequent wrong calls this account. If subsfails will reach a predefivalue (30 as default), it means that there i
some problem with this account or the money/timetlhave been expired, and the server will switcthe next account if any

4.3.3. Groups

Grouping of several items will ease the adminigireg tasks. The following type of items can be gex
SIM Packets

Users

Gateways

Traffic Senders



4.4. Routing -TManage

4.4.1. Firewall

The firewall rules are checked first when a cadl iitiated (SETUP or INVITE received), so thighe most effective way to block
some unwanted traffic sender.

All ip address are allowed except those are ligtdte ip with *’ is 1.

Otherwise (if the ip *" is set to 0) all addresedlocked except those that are listed here.

4.4.2. Prefix Rules

You can rewrite prefixes before they arrive to itheting by entering your preferences here.
The Tresto routing engine will accept only 3 digitgth techprefixes or no thechprefix, so you nuastvert them here if your traffic
sender will send the traffic with techprefix tha¢ aot three digit length.

For example you can set up a rule which definesdhary incoming number from ip 111.111.111.11H883 if begins with 1234
must be rewritten to begin with 56. Number 1234289®ill be rewritten to 5699999.

4.4 3. Blacklisted

List the blacklisted numbers on the selected timwerval and direction.
This query will generate high server load. Useniyon off-peak time if possible

4.4.4. Access Lists

You can define the “Blacklist” and the “Whiteligtere. The listing will be appreciated in the rogtdepending of the actual packet “filtering”
setting. Checlsection 4.5.%or details regarding filtering.

Blacklist fields:
-telnumber: country code + operator + telnum
-sure: levels

tb_blacklist.sure:
0 —probably good numbers (reput)



1 - not sure (holes)

2 - probably wrong number (monthly autodisabled)
3 - very sure (roaming numbers)

6 — always block (not only to gsm)

filtering: determines how we check the blacklist and the kmawnbers
0 -no filtering

1 - filter if very sure blacklisted (tb_blacklisiie >=3)

2 - filter if probably blacklisted (tb_blacklist.su> =2)

3 filter if suspicious (tb_blacklist.sure > =1)

4 - filter if present in blacklist (any tb_blacklisure)

5 - filter if not a known number

6 - filter out if no sure known number

4.4.5. Routing

For every time period and direction a “Routing Bwatt needs to be defined. Every Routing patternahigst of routing directories
which may be Tresto GSM Gateteways, other H323ngate or gatekeepers, ISDN gateways or SIP proriesiority order. Set up
as much directories with the same priority ordep@ssible so the routing engine can prioritizelfitsiter other settings (device
priority, LCR, quality,BRS)

Generic rules can be defined by setting the pafigamity lower. For example for every call thatedm’t have a specific route can be
routed to a specific direction (otherwise is drappe

There is a list of typical time definition. If noré them mach your needs, the “Start-End Time”yeoén be selected to specify
proprietary intervals.

In Caller Prefix, you can place only one prefix.

Tech prefix can be empty string, asterisk (*) a@i@t length number.

Called prefix can be one prefix (with any length)dist of prefixes with 3 or 4 digit separateddpymma.



*Tipp: you don’t need to enforce traffic senderhtig by routing. The routing can be done as germarjgossible for example by
specifying only Called Prefixes (Leave the otheediion option blank or *"). Rights can be enfodcky setting “Enabled Prefixes”
for all Traffic Senders



Routing Configurations

Try to set up all routing rules and prioritizatiamsing this form.

Try to avoid prioritizations by gateways, simpaasket channels (absolutepriority, priority, allowadpers, prioritypartners, etc)
Almost all kind of configuration can be set up ®mng only the “routing” form

4.4.6. Routing workflow

Introduction

The routing in the tresto sofswitch means decidingvhich active gateway or gsm channel should wéerthe incoming call from traffic senders
and andusers.

The routing is influenced mainly by the following:

-device ownership and access rights (allowedpasgeitings)

-routing time, direction and the selected pattelevice/packet priority list)

-various priority settings

The routing is blocked if the following conditions are met:
General conditions

syntax error in incoming number (or not known)

max call/day, max speachlength reached (licensmigm)

Caller user check

the traffic sender reached their maximum channels

aller gateway, simcard or simpacket is not enabteaémporarily disabled

failed authorization (wrong originating ip, bad useme or password or wrong techprefix)
Caller “CanbDial” setting is set to false

Caller tb_users.enabledprefixes not match (* allal numbers)

Check if other traffic sender has the same ip/tesfipp(caller mismatch)

Routing
direction and time don’t match a routing pattern



no active device or simpacket from the selectetepapriority list

Called device/gateway checks

Called gateway(s) is not enabled, not active, teayabsabled, allowedpartners don’t match or angiofroblem
Called gateway onlytestcalls not match

Called gateway enabledprefixes not match (*’ allalvnumbers)

Called gateway blockprefixes match

Called device filtering option doesn’t allow blaigtéd number level (if the incoming number is blastkd)
gateway has testprefix but does not match

Called simpacket check (only for gsm directions)

Packet is not enabled

Caller is not listed in allowedpartners

packets.waitaftercall second not elapsed sincectdist

packets.filtering. blacklist/whitelist restrictigfltering option doesn’t allow blacklisted numbdewel (if the incoming number is blacklisted))

Simcard check (only for gsm directions)

Called simcard(s) is not enabled, temporaydisalietifeady, allowedpartners don’t match or any opineblem
partner is not allowed on the simcard (allowedpadh

the simcard is prepaid, but it doesn’'t have enaurghit

two subsequent calls cannot be routed to the sanoals (configurable)

there was a credit request or recharge in the stmoahe last minute

cannot request credit from prepaid card more thamés
maxmonthlyminutes,maxdailyminutes,maxallminutesxmanthlyminutespeak are reached

no report from the channel for more than 5 min(ties gateway may have lost its network connectiopoaver)

Routing priority order

If emergency number, than the defined emergendg rioas the biggest priority
Routing pattern priority (if two or more patternesiap)

Routing pattern direction/time best match(if two or more pattern overlap)
Called gateway Globalabsolutepriority




Called gateway and simcard absolutepriority

Positive routing priority (deprioritze simpackets with negative routing ptio-these are “emergency packets”)
SimPacket absolute priority partner (absprioritypar -if set and if match the caller)

Simcard caller priority (absprioritypartner -iftsand if match the caller)

Gateway absolute priority

Gateway called priority (if set and if match thdlex

Simcard absolute priority

Routing list priority/100 (differences more than 100 in priority list)

Called gateway is not failoweredvalue lower or higher than the current date-tinoe &utomatic failovering)
Called gateway is not failowered for the curreradted prefix (direction)

Simcard is not failowered -value lower or higher than the current date-tifoe gutomatic failovering)
SimPacket is not failowered

Tpercek priority (hungarian tmobile specific)

Routing list priority

Elapsed time from last call disconnect is more th@usec

Gateway callerpriority match the caller number

Gateway prioritypartner match

Simcard priority partner match

SimPacket nopriority partner not match

SimPacket priority partner match

Gateway priority (simple)

Simcard priority (simple)

Simcard minimum monthly speechlength not reached

Simcard minimum daily speechlength not reached

Simcard desired monthly speechlength not reached

Simcard desired daily speechlength not reached

Simcard todayspeachlength desc order (simcardsmaotie callduration has lower priority)

Simcard thismonthcallcount desc order (simcardl mibre callcount has lower priority)

Simcard thismonthspeachlength desc order (simegitdsmore callduration has lower priority)
Simcard a.creditrequestfails desc order (simcarttsmore failed credit requests with lower prioyity
Gateway ready channels (balance calls across ggtewa



Last call begin on the simcard (balance callsgesimcards -simcards with the most recent caiddvaer priority)
Simcard currspeachlen desc

Simcard GSM Fieldstrength

Simcard lastrectime (for randomizations)

The routing process. Short technical description:

Call arrive from traffic sender or enduser via SIPH323

Check ifMAXCCALSestriction reached (licensing option). Drop ifsye

Check ifmaxslperdayreachegtached. Drop if yes.

Check ifmaxroutereqpermineached. Drop if yes.

Check if the current call is a routingtry (forked calls). Drop if too much retry

Normalizecaller ip addres

Check if the call was froitme local SIP2H323nodule. Return with the already prepared targges
Chech if the call waarrived from GSM gatewaycallin option). Replace caller and called aftee config.
Correct the callechumber string if it is corrupt.

Checkmin/max lengttof the called number

Check if the incoming call istastcall Set the testcall flag is yes

Check and applprefix roules(tb_pxrules — rewriting the called number)

Authenticate the callefafter username/password, ip pr techprefix). Dtiog call with “no such user” reason on falil
Addtechprefixif needed

Setup sip parameteikthe call was arrived from sip

Normalize called numbedcheck prefix, area code, etc). Drop if wrong nemb

Check ifsubsecvent wrongall

Check if the caller exceed itsax linerestriction

Checkblacklist and whitelist

Check the embedddidewall

Check if callercalled itself

check if called if asipuser(Username, telnumber, short telnumber)

check thdorwardalwaysoption

check theinggroup option

setupcalled endpoint if found

gettime variables (peak, holiday, etc)

Get the correctouting pattern

Checkrouting list in priority order

If simpacket found, than Chesinrouting




Drop the call ifno routefound

4.4.7. RADIUS
Define the radius servers, protocol and login infation here. Used for authorization and billing.

4.4.8. BRS

Short name for “Best Route Selection”.
In addition to LCR (Least Cost Routing), the Trestoting engine can take in consideration the ¢yahthe route.
If you would like only LCR, simply set the “Quali®ercent” field to 0.

If we put some directions with equal priority iretpattern, then the system will choose the rowungmatically depending on price
and quality, when other settings don't modify theting (min/max minutes, gw/sim priorities, failoed directions, etc)

The server automatically calculates am ,autopgdon every route. This priority is the combinatiof the quality and the price. The
quality is calculated as an average of daily akalad monthly asr/acl. The price is calculatedriogralcsec seconds with the given
minammount and billingstep (from packet prices)e Berver route the traffic on the higher prioriigedtion, BUT it will try the other
routes periodically (to check if quality have chadly You can change this ,next time try” settingdmmanging the values of
TryedCount,NextTry, NextTryCount. If the best qtialyateway for a route will change, then we wieeTryedCount,NextTry and
NextTryCount values to there defaults. (so we emheck quicker)



Fields have the following meanings:

-Id: database identifier. Auto increment

-Gateway: gateway id (called)

-Direction: called prefix

-QualityPercent: how much the quality will contrib to the final result. If price is very importdat us, set this value lower. Default
is 50%

-Accuracy: how accurate the final result will bewk set it too high, then we probably will havdyoone route as the best. If we set it
too low then too little discrimination will be matbetween routes. So, the final result (AutoPnnitill be lowered only if we have
too wrong acl, asr or price.

Default is 30%. This default means that the Autoifty will change only if price will change with 24t or asr will change with at
least 15% (considering asr between 10 and 80, pateeen 0 and 40 and QualityPercent as 50%)



-ARSDay: last day ARS (automatically calculatedrg\aay)

-ACLDay: last day ACL (automatically calculatedeey day)

-ARSMonth: last month ARS (automatically calculag@ry month in the last day)

-ACLMonth: last month ACL (automatically calculatedery month in the last day)

-MIinASR, MaxASR, MIinACL,MaxACL: when asr or acl reiathe min value, then the line is considered veigng. When it reaches
the max values, then the line is considered veodgMust be configured manually for every directibacause the statistics will
change dramatically by country

-MinPrice, MaxPrice: min-max prices/minute. sebifa very wrong price to that direction and thexmalue to a very good one.
Calculate it with consideration to billing step amth minutes (so you must fill in as 1/1 price)

-PriceCalcSec: we estimate the price values withvalue to get a gross value

-TryedCount: how much time we have tried this aléive route until now. Helps us the decide howntoement NextTry. It will
grow only until 7

-NextTry: we will route calls to this route begingiwith this date. Will grow exponentially untilrhonth.

-NextTryCount: we will route NextTryCount calls tims route next time. ( > CurrTryCount)

-CurrTryCount: counter to know how many times weeheouted in this direction

-AutoPriority: the current priority calculated frotnese values and from the price settings (thdtjesu

To see how much a parameter change will modifyfitred AutoPriority value, you can find a demo nanfadoPriorityDemo in
Tmanage, Tools menu. Before changing any valuearBiSR table, please play a little with this demo.

4.4.9. Failovering

Tresto server and gateway will make automatingvaiting between sim channels, sim packets and gggewhe rules can be
defined using this form.
You can check the route status also from here.

ID: database id. Auto increment

GatewaylD: called gateway or sipproxy

Direction: called direction (prefix)

MaxSubskFail: if we get more wrong calls than Max§&tdil we failover to the next route if any
MinASR: if we get more lower ASR than MInASR welgaier to the next route if any
MinACL.: if we get more lower ACL than MinACL we flmver to the next route if any



MinCallCount: we calculate ASR and ACL statistiegyoif we have MinCallCount cdr

SubskFails: current subsequent wrong calls detected

NoPriority: We have done a failover until this datéhen the time elapses, we try this route agéanms Will grow exponentially.
NoPriorityCount: we have failovered NoPriorityCowmttil now because of SubsFails. The bigger ioPriorityCount, the longer we do the
deprioritization (NoPriority)

NoPriorityCountD: : we have failovered NoPriority@d until now because of statistics

Manual: all routes will be added automatically addver table with a minimum of quality requiremgnt

Enabled: failovering enabled

Datum: record insertion or last modification date

Comment: why was the record modified last timegoeg

4.4.10. SIM Channel reservation by caller protocol

Best quality (ASR and ACD) SIM channels can bemesd for sip or h323 originated calls.
In the sim table theeserverfor field can have the following values:
O=cannotreserve: this channel will not be reserved
1=sip: always reserver only for SIP (manually assd)
2=h323: always reserver only for H323 (manuallygres)
3=dynamic: can be allocated by the server dinamyi¢aburly check) -this is the default value
4=sipdynamic: allocated automatically for SIP
5=h323dynamic: allocated automatically for H323

For every simpacket you can restrict the maxinalimwed reservations by the maxalloc fieldisefull to not reserver all channel
from the same simpacket)

To setup the channel reservation use the followorgfiguration values (vserver, simplatform config):

-reserveforh323 reserve capacity for h323. reservations will Isabled if less than 1

-reserveforsip reserve capacity for sip . reservations will iabled if less than 1

By exmaple if you set the reserveforsip field tgob, can be sure that 5 channels always remainttrde used by calls received with
SIP protocoll (H323 originated calls didn’t consuméyour channels)



4.5. Billing —TManage

Tresto Servers and Gateways are ready for prepaighastpaid billing.
The pricing must be set from TManage —Prices Sgtiarm

You can list and compare the prices for differaréations in the Price List
The Billing are done from the “Billing” form

4.5.1. Price Settings

Pricing of the CDR records are done after the psidefined on this form.

You can define Price Groups'. All price settings that belong together (accangtwith a partner for example). This is locatedha
left side of the Prices form.

Below a “Price Group” you can have several Priceig@namedDirections” (the middle column in the form)

For example “Traffic from Telcom SA” or “Traffic td-Mobile direction”

Here you have to set up the actual prices. The getup is further divided into different prefiXése right side of the form -
Pricelist), because it is very common that you have loirgictions in a provider pricelist.






Field descriptions:
Title: the name of the invoice group

Schedule: how often the report will be generated

Direction name: name of the billing entry
Type: specify the type of the price. For exampeghices used when billing to endusers, or our teigosts to service provicers.
Price culations will be saved directly in the CDRsys can be used in prepaid billing. In the CDé&brds, the following fields are
used for price calculation:

-costprovider: used to calculating the minute ptigey needs to paid to service provider (Tmobitesicample)
-costenduser: used for billing to our endusersdsaigusers, traffic senders)

-costcompany: can be used for profit calculations

-costsales: sales comission. If not set, thanbeiltalculated by the comission value in usersnggstti

-costother: can be used for any custom price caticul

il = Fall, alla alalla a¥a o N O avampnple 1N nNnroill_calcitiarions \Wna Nava Aaxike
v Y 4

Billing Steps: provider specific billing intervah isec

Min. Amount: the minimum payable duration in sec

Free Amount: you may have packets when the firseeond is free

Free After: you may have packets when after X sésdhe conversation is free

Currency: different providers may have differentrency. Used for billing.

VAT Included: if the pricelist applied for this usis with VAT included. Set to O if VAT is not inatled. Used for billing.
VAT Value: the ammount of VAT applied for the priise. Will have effect only if “VAT Included” is cacked



Convert to NET value: if you have defined the grgtevith included VAT, you should check this opticothervise you
overcomplicate the billing process. Thus the VATueawill be substracted from the price, and yod télve NET values in CDR
records (try to use net values whenever possible)
Convert to HUF: if you have defined the pricelisiother currency than the native (configurationsfrency), than your prices will be
automatically converted to native currency in C@Rards.
Traffic Direction: here you have to define the sulehen the current pricing will be applied

Usually only one field needs to be specified hé&wedxample all traffic from Telcom SA -caller)

The caller field will check the caller parent aldmt the called field will not check the parent.
ValidSince, ValidUntill: the pricelist may be apgdi only after a specified date-time
Prefix: called number prefix (this will be loadeites “best fit”). Set to *’ to be applied to allickctions
Price: the actual price
CPrice: the price converted in your currency (feacy” entry in the Configuration form and convertdter the values specified in
the “Currency Converter” form)
Time Definitions: the time period when this ruleajgplied
Diff between enduserprice and providerprice mehasyrice will be calculated by extracting the pdav cost from the enduser cost
for an already existing cdr record. Cannot be dsedealtime (prepaid) price calculations. Usualsed when calculating “profit”
values.

By clicking on the Clone” button, you can easily duplicate a price listigivery usefull when you have to add only a few
modification to a long pricelist)
The Billing button is a shortcut to the billing for(does not make the billing automatically)

Importing price definitions from file are done blcking on the tmport from file ” button.If you use the “default peak time
definition”, the peak settings will be loaded frohe global configuration (peaktimebegin and pea&tnd values). If this is not
suitable (different service providers may calculaith different peak-offpeak definitions), you cseet up the peak time definition
manually (start — end hour).

The imported file must have four comma separatad:fprefix (direction definition), flat price, pkg@rice and offpeak price. If you
use flat price, than leave the peak and offpeatefdrelds emty and vice-versa.

The easiest way to generate such files is to uselEI the first four columns with these valuaisd save as CVS file. (Don't leave
emty coloumns before the columns with data)

Importing price files may take some time, depenétioign your network connection speed.



4.5.2. Price List

On theList tab you can list all prices for a packet (by udimg “Packet” list box) or to a direction (by emteya direction name or a
prefix to the filter box)

On theLeast Costtab you can compare the prices from different serproviders.

The Reference Packet usually is the price for youal-users.

Only peak (max) prices are compared for every tioac

On theDirectory Check tab, lookups from the directory table are possjld@gectory name — prefix match).

4.5.3. Billing

The server automatically calculates the price fieldevery incoming CDR record, based on pricearsgst(Section 4.5.1
The following prices are calculated:
-enduser cost: used for invoicing for costumers
-provider cost: cost that needs to be payed faicepoperators
-sales cost: sales comission. If not defined ingsetup, than will be loaded from users settihgmngission”) if any
-company cost: usually used for profit calculations
-other cost: for any other purpose

Billing can be done from
1. the “Users and Devices” form, Billing tab, bycking on the Generate &Invoice or Report’ button (billing for the actual user)
2. set up required directions and click on tBdling” form (in this manner, billing reports can be gener&beanore users)

The billing process will always take in considevatihe selected date interval.

Billing form:

1. On theCustomized Billing tab after selecting the required date-time intleawa direction, the prices are calculated after
predefined parameters (price/minute, billingst&§u).you can do simple calculations using this form.

2. TheCDR Pricestab will load the “enduser cost” and “provider €afirectly from cdr records (already calculateteafealtime
price settings)

3. Generating Reports and Invoicedab

Used for billing and reporting.



Fields explanations:

Provider: you must select the invoice emmitent hBgeclicking on the “...” button, you can customide company invoicing
details.

Delete old invoices: if checked, than will cleae thvoice files directory before saving the newsne

Include inactive users: uncheck this checkboxpif gon’t want to generate reports (invoices) factve users (inactive for the
selected period)

Include child users: for example you can seleceseRer as direction source, and all “child” useti§be included in billing (where
the parent id will point to that reseller)

Include CDR records: include call detail recordsjppendix

Language: language of the invoice

Grouping: you can select any grouping options tgdrgerated as appendix for the report

Price values: select the price field from the C2Bord after wich the billing are done.

Reporting: you can automatically save the genenapdrts or invoices to file, or open it one by ¢gyeu can decide what to do for
every report -save, print or just preview)

Format: file format (text, pdf) or printig

Real Invoice: if you would like only a quick repdar the selected user(s), you can do it by settigyoption to Hon't generate real
invoices”. If you choose to generate real invoices, thanlittake special processing for it (required for keeping)

If you have selected a reseller, you should chtlvséFor Resellers” option. In this manner a reabice only for the reseller
company is generated. (A report will be generatedli child endusers, but those report are skigpad the bookeeping)
Invoice Comment: any comment here. This will noshewn on the report

Money Precision: how many floating point digit wdylou like in money fields.

Completion date: defaults to the end of fillingipdrif not modified

Method of payment: can be specified here, or lodd®ed user setting.

By clicking on the “&Generate report for the setsttirections” button, you can generate the actwalice(s)

4. Invoices and Payments

The invoice records for the selected user(s) atkignform. You can watch the debt for every useclbecking the topmost record
debt value.

5. You can change the price settings whenever yant,vbut don’t forgot t&ebill your CDR records after the new settings. All CDR
prices will be recalculated for the selected timternval and direction. Users and simcards creditdN@T be modified by rebilling!



Note: prior to generate pdf report you should cgafe the installed print to pdf driver to save augttically in the specified
directory. The defult pdf printer can be configutedhe TManage menu on the Settings-> Options fiime “cutepdf” driver is
included in the TManage install package.

For printig jobs, the default configured printeilMbe used.

If you would like to save more pdf to file at ongm) should install a pdf printer driver wich suppto set a default directory for
files. (The Cute PDF driver found in install packadpn’t support this feature)

4.5.4. Currency Converter

Defines the conversion between your native curremoyother currencies used in price settings. Yawlsl update this conversion
prices as many times as possible.

4.5.5. Finances
You can use this form for your cash flow administnaregarding your voip business. (Other simpterahtive is Excel :)

4.5.6. Pin codes

Recharge codes used if you have prepaid cardsegrint
You can generate random prepaid codes here.

4.6. SIM Platform -TManage

4.6.1. SIM Packets

|d: database primary key. Autoincrement
Provider, type, subtype: the name of the packet
Owner: simowner in case of simpackets
Allowedpartners: applied when it is a simpacket
AbsPriorityPartner: this partner will have big piig on sims that belong to this packet
PriorityPartner: this partner will have increaseifity on sims that belong to this packet
NopriorityPartner: this partner will have lowergutiority on sims that belong to this packet
Filtering: determines how we check the blacklidd #me known numbers

0-no filter: allow all numbers



1-allow blacklist ,sure” level: 0,1 and 2 (tbalbklist)
2- allow blacklist ,sure” level: 0 and 1
3-allow only blacklist ,sure” level: 0
4-block all blacklist
5-allow only knownnumbers (listed in tb_knowndaambers)
6- allow only knownnumbers that are 100% okéddarl in tb_knowngoodnumbers)
Dialplan:
0: international number format with 00... (e@D3630XXXXXXX)
1: international number format with +... (e H3630XXXXXXX)
2: area code + number (0630XXXXXX, 06 1XXXXXXX)
3: shortest possible number (xxxxxxx in the sammpacket or 0630xxxxxxx in other simpacket)
4: correct it to the most appropriate format ifjoral is not correct
WaitAfterCall: how much time must be elapsed betwedlls to simcard belonging to this packet
MaxMonthlyMinutes: we don’t route more than MaxMblyMinutes to simcards belonging to this packet
MaxMonthlyMinutesPeak: maximum allowed minutes @ap time / month
MaxMonthlyMinutesOffPeak: maximum allowed minutesoffpeak time / month
MaxMonthlyMinutesWeekend: maximum allowed minutesveekends / month
MinMonthlyMinutes: this packet will run on higheriprity until the min minutes is reached
Price: default minute price if not set in tb_pagkietes
BillingStep: second increments
MinAmmount: min billing seconds
FreeAmmount: free speech seconds
MinCreditOnRoute: if the sim has less credit, tlendon’t route call to it
MinCreditOnCharge: if the sim has less credit, thenbegin trying to charge it
Prepaid: O=postpaid, 1=prepaid
SendFakeSMS: we send dummy sms on this sim
CanCallEachOther: the simcard in this packet vall each other periodically to generate incomiradfic
IncludeVAT: used when credit message informati@raceived from simcards (typically via SMS) anel $imcards credits are calculated withc
the VAT value



Currency: used when the credit messages receivastsite be converted in native currency (“currerglgbal setting) format. If the currency is n
the same as the native currency and the “conveststlitcurrency” global setting is set to true, thia@ received credit value is converted to the
native currency, based on “Currency Converter’isgst found in TManage under the “Billing” section
MaxAlloc: helper settings when automatically alamgtchannels for a direction. (Depending on reséovesimcard setting).
Here you can define the maximum count of simc#rdscan be reserved for the actual packet. Setaadisable rezerving from that pack
Credit Request Command: the command used by tkierder sim credit request (used for recharge aat@n)
Credit Charge Command: the command used by therstevsim credit charge (used for recharge autmmhpt
The request and the charge command must haveltbwing syntax: <DTMF,action,simid,”"messagelhiem>
The “chargecode” string in the message wiltdy@aced with a valid code if found.
You can introduce delays by inserting ‘#’ dwers in the message.
The action parameter can be
-0: used to send USSD messages
The message parameter must have the followingdbtAT+CUSD=command” where command is the ussagtri
Example: DTMF,0,simid,"AT+CUSD=1,*121*chargecode#"
-1: will send the specified message to the endihe.message can be any valid AT command
-2: will dial the specified telnum, and than s¢ne message as DTMF.
If the message string if emty, tha only will dibé requested telnum, hold a little and than drop.
Example: DTMF,2,simid,™,172
-3: reserved for future ussage
-4: will send the specified message as SMS tateln

4.6.2. Gateways

Used to configure your Tresto VOIP-GSM gateways.
The fields are the same as listeg@ction 4.3.1

4.6.3. Engines
Listing of gsm channels. The fields are self exatary.

4.6.4. SIMCards
Same as “GSM Channels8ee section 4.2.2




The first field will show the status of the simcdhonitor). The most frequently used values areftilewings:

Unknown: the last list refresh is too old. Status canretletermined. Click on the reload button to refresh

Missing: simid not found. Corrupt entry

Sim Disabled simcard “Enabled” is set to false

GW Disabled gateway “Enabled” field is set to false

GW Missing: last message received from gateway is more thram8te old

SIM Missing: last message received from simcard is more tham@8te old

SIM Temp. Disabled simcard “Temporary disabled” field is set to true

GW Temp. Disabled gateway “Temporary disabled” field is set to true

No Packet Setno packet settings are present for this sim. &laiays need to set the correct packet settingalifsimcards
Packet Disabled simpacket “Enabled” field is set to false

Closed simcard channel status is set to closed. A simoblacan be closed for different reason. Cannast@gto gsm network, Sim
Change, Just restarted, etc. If this status pecsistk the logs for that simcard

Failovered: server has detected wrong quality on the simcenaffic will be forwarded to other simcards if [siisle
AutoDisabled: same as “Failowered”

Cannot Get Credit: automatic credit request failed. Check the cradibmation log for errors

Wrong Statistics. wrong statistics for the current day

Wrong ASR: wrong ASR detected on the channel. Treshold gata® be set up from the TManage -> Menu -> Setting
Wrong ACD: too small average speechlenth detected on timaisd

Expired: maximum monthly or daily speechlength limit reedi{SimPacket option)

Low Credit: prepaid simcard expired

Gateway Disc: gateway is offline or just restarting.

Not Ready. simcard is not ready for some reason. Maybesiasting. Checj the logs if this status persist

Ready. simcard is ready to accept incoming call

Dialing: outgoing call setup in progress

Ringing: ringing signal received from gsm network

Speaking gsm engine is ringing or call in progress

Call ending: dropping the current call

DTMF: dtmf or credit request/recharge message in pssgre

Simulating incoming/outgoing: calls between simcards gendrhtethe server



Routing: the call have been routed from the server, bllinst arrived to the gsm gateway. If this persateck the log for errors.
Usually means firewall/NAT problems

Note: dialing, ringing and call ending messages matybe shown in the monitor depending from the gataway configuration.
If the “sendallstatus” setting is set to false, thastead of “dialing” and “ringing” only the “spe&ing” message will be shown.

4.6.5. Credits

For Identification of sms and dtmf messages reckfk@m simcards that are useful for credit reqaest charge
Type: O=other, 1=succ charge without credit infay2dit start/end, 3=failed charge, 4=need charge
Msgbgn: begins with

Msgeng: ends with -used if type is O (replace ¢end of credit), 4 (new credit. usually 0)

Priority: check order (longer messages usually, ficsnot include shorter) —higher values first

4.6.6. SIM Distribution

All simslots are listed here.

Probability values:
not sure: the simcards was seen more than onehmont
probably: the simcards in the last month
sure: the simcards in the last week

The other fields are the same as describegdtion 4.2.2.

4.6.7. SIM Utilization
List of simcards in call duration order.

4.6.8. New Simcard

You can add new simcards by using this form.
However, the simcards are usually added autombtidbthey are active in the gateway they will igtgr automatically. Usually only
the owner and the packet must be set manually.



4.6.9. New Charge Card

Add new chargecards with this form.
The charge card will be charged only on the simptckelected ffackets faf) and if theownerwill match.



4.7. Other -TManage

4.7.1. Configurations

Global system configurations.
Basic configuration are vital for the system to oanrectly.
Check the “Comment” field for each setting for mbedp.

4.7.2. Direct Query
From this form, direct SQL queries can be doneragdhe Tresto backend. Use it carefully!

4.7.3. Voice Here
With this utility, the conversations on Tresto gedgs can be listened in realtime.



4.7.4. Test Call
H323 test calls can be done here.

4.7.5. Rfile system
Upload/download files from gateways.

4.7.6. Rdesktop
Use this form to login directly in gateways andtbe server.

4.7.7. DB Admin
Database administration tool. Only for databasesdgp

4.7.8. Web Admin
Direct link to the Costumers website if you havg.an

4.7.9. Phone Numbers

Numbers allocated by authorities. You may add neslusers with telnumbers set to a free number flosndatabase. Don’t forgot to
set the “free” field to O if the number is allocat® an enduser.
The web interface will get free numbers for nevdygistered users from this database too.

4.7.10. To-do
You can define tasks for technical support withease of this form.

4.7.11. Notes
Any quick note here (instead of notepad :)

4.8. Gateway Configuration

All configurations can be done from the TManages@tiUtility GUI and the VnetCfg utility.
For better understandings we present the gatewaigooation settings here:



4.8.1. Phone Settings

[PhoneX]

/Iserial port

PortNumber=1

/[control port (not used in 1.6 hardware)
ModemControllPort=X

/lif there are no "In" and "Out" device, we usestbettings both for in and out
##AudioDevice="Xaaaaaa"

/lfrom engine

AudioDeviceln="1Audio Codec 1000"

/lto engine

AudioDeviceOut="2Audio Codec 1000"

/[simchange settings

simchangel1= 00:00:00 - 00:00:00 - 012345678901 233%6
/lif 1 then the conversations (voice) will be savediles on encrypted, compressed format
record=0

/linit commands only for this engine: atinitl,atihi.. atinit19
#atinitl=XXXX

#atinit2=XXXX

#itetc

/I[simcard id's in the slots
simcard0=01234567890123456789

simcardl=

simcard2=

simcard3=

Simchange settings explanation:
format:
simchangel= 2004.03.05/13:00:00 - 2004.03.070t30- 8936302403070132426 (from date - to date)



or
simchange2= 10:20:00 - 10:26:00 - 89363024030Z2428 (every day from time to time)
or
simchange3= 2/10:20:00 - 7/10:26:00 - 8936302203082426 (from Tuesday 10:00 to Sunday 10:00)
or
simchange4= 6/00:00:00 - 7/24:00:00 - 8936302403082426 (Saturday and Sunday)

there is a priority order from top to bottom (sirangel, simchange2, etc.) numbering begins fromtlowi holes
tip: you can set date-hour prioritization

tip: 24:60 is a wrong time (minutes ends with 59)

tip: on day and exact date settings the roundrttak is not working

special characters are: -,/.:

4.8.2. Gateway Basic Settings

/lthe name of the gateway. uppercase with "GW'isuffiust be descriptive

alias=NEWGW

/lhardware version: 10,16,18 or 19

hwversion=18

/Imode of operation. virtual available from hw 1.9

virtualmode=0

/[server ip address

serverip=195.70.36.43

/Inumber of hardware audio buffers (the jitter bassoundbuffcount*10)

sndbuffnrum=8

/Imin jittertime in milisec (the minimum of the dgmic maximum jitter time. must be larger than sdafftount*5)
minjitter=130

/Imaximum jittertime in milisec (the maximum of tdgnamic maximum jitter time. must be larger thaaxittter. if equal, then static
jitter will be applied)

maxjitter=350

//0=0ff,1=dynamic,2=fixed,3=dynamic+off



silencedetection=3

/[codecs to use: onlyg723, onlyg729, onlyg72X, gyl

onlyg72x=1

/luseserver if false, then don't connect to thesseimver. will save cdr records to file. may be lgditdue to licensing options
useserver=true

/lload configuration from the server (at startupregular intervals and when specified)
loadcfgfromdb=true

/lgatekkep ip address (leave it empty if you desalht arq registration)

gkip=

/lgatekeeper H.235 security

gkpassword=

4.8.3. Gateway Advanced Settings

/[search for gatekeeper

gkdiscover=0

/lgatekeeper supported prefixes (from 1 to 100)

gkprefixesl=

gkprefixes2=

gkprefixesX=

/Ivolume in (sound device recorder from the gsmreg)gdefaults to 40 in hw. 1.8, 100 in hw 1.6
volumein=

/Ivolume out (sound device player to the gsm engieéaults to 75 in hw. 1.8, 100 in hw 1.6
volumeout=

/l[gsm engine receive gain. defaults to 0 in hw, 848in hw 1.6

vgr=

/l[gsm engine transmit gain. defaults to 0 in hw8, 64 in hw 1.6

vgt=

/lethernet interface to use. leave it empty t@fistn all

netinterface=

/l[don't touch it usually



launchcmd=voipgsmgw

/linstall status: O=idle, 1=wait, 2=normal
opmode=1

/Iwill be set to false after first init

firstinit=true

/ltracelevel 1-6 't'

trace=t

/lrecord voice

record=0

/lwhat kind of logs to send to server (1-5)
tracetoserver=1

/lprocess priority

priority=1

/IModemControllPort used only with hw 1.0
controlportnumber=1

/if we use prefXXX settings
useseparatesettings=0

/Isignaling endpoint port. Defaults to 20001
mintcpport=20001

/Imax h323 signaling endpoint port. Defaults to 299
maxtcpport=29999

/Imin h323 udp endpoint port. Defaults to 36000
minudpport=36000

/Imax h323 udp endpoint port. Defaults to 37999
maxudpport=63999

//min media port. Defaults to 38000
minrtpport=36000

//Imax media endpoint port. Defaults to 63999
maxrtpport=63999

/[call with immediately pick up

fakecalls=0



/[set to 1 if you want error report

errreport=0

/Ilcodec frames in one packet: g723frames, g729Bag¥2xframes, g72xframes
g72xframes=1

g723frames=1

g729frames=2

//Iminimum frame count in 1 packet (apply even & tither end says another settings)
g72xminframes=0

/lif set to O, then we send connect when the calles
waitforring=1

/Ireset the engine/gw if we reach this limit
maxnotconnectedcalls=25

/Ireset the engine/gw if we reach this limit
maxwrongcalls=40

/lwrong call criteria

wrongcallmaxduration=30

/[call duration limit in sec (defaults to 3 houf8D0 sec)
callimit=10800

/Imax time to wait for ring signal from gsm netwankmsec
maxringewait=36000

/Iring limit in msec (defaults to 52 sec)
maxringtime=52000

//deprecated

statusintervall=600

//do Q931 progress indication
doprogreessindicator=0

/Ireset the gw if we have fewer lines
minactivelines=2

/[delay of initialization of the lines (msec)
initdelay=2200

/ldelay of registration of the lines (msec)



destroydelay=100

/Imax simchange wait in sec (if sim in call, welwihit until disconnect). default is 5 min
simchangewait=300

/Imax simcard/channel (will auto detect. don't ewrée)
maxsimcount=

/ladditional hang-up on the call end (to incredsereal duration)
delayonhangup=0

/it we can retry the call

allowreroute=1

/ldeprecated, as we use only self reroute now
onlyselfreroute=1

//all calls will be routed on the onlyphone if eteab(no simcard requested from the server). defedca
##onlyphone=3

/lautomatically increased on every gw (re)start
restartcounter=0

/lusually set to 1

enableh245tuneling=1

/lusually set to O

connectwithmedia=1

/lusually set to 1

faststart=1

/lused for debug purposes

ringtime=6000

/ldesktop access

desktoppwd=

/lif set, then will try to autologin

loginpwd=

/lif we want to play a background sound
backgroundsound=0

//4 or 8. no problem if we use 8 on a 4 channet\gay
chanellnum=8



/Ipincode applied globally to all channels (if spiecified in phonex section)
pincode=

/Iwill set the simcards to don't request for pineggdincode must be set in gateway or phonex sextion
autoremovepincode=true

/Ivolume in/out (will be overwritten with volumesnd volumeout)
volume=

/lauto gain enable/disable

doautogain=0

/llistening tcp port (may be changed on NAT confaions)
signalport=1721

//0=no watchdog, 1=yes, 2=unknown

paralellwatchdog=2

/[set to 1 if you want to remap usb audio lines

mustremapaudio=0

/Iset to 1 if you want to reread all simcards

readallsims=0

/Iset to O if you don't want an usb remap on eperyestart
canremaponstart=1

/lif we have usb audio and don’'t have other ushagethen allow to remap if needed
canremapusbaudio=1

canrenewusbaudio=1

/Iset to O if you don’t want panel reset

canpanelreset=1

/Iset to O if you want an usb remap when the semidl start
mustremapaudio=0

/[disable reading sms messages

nosmsread=0

/Isocket read/write timeout and system checks dipesamodifier. default=4
timeoutmultiplier=4

/Ibackup server address

serverip2=



/Iroute incoming calls here (defaults to servefripot specified)

outserverip=

/lkeep connected to the internet (redial, reconmeptir, enable/disable network interface, restart
keepinternet=1

/lethernet interface name. configure from the \igetiwol

net_interfacename=

/Inetwork connection type (STATICIP/DHCPIP/ISDNIRIALIP,CARDNAME). configure from the vnetcfg tool
net_conntype=

/Inetwork interface ip address. configure fromvhetcfg tool

net_ip=

/Inetwork netmask. configure from the vnetcfg tool

net_netmask=

/Inetwork default gateway. configure from the vilgtool

net_defgw=

/Inetwork primary dns server. configure from thetafig tool

net_dns=

/ldialup phone number

net_phonenum=

/Inetwork ppp username. configure from the vnetotd

net_username=

/Inetwork ppp password. configure from the vnetofg

net_pwd=

/Imaximum speech length allowed in sec. defaults0&00 (3 hour). set to 0 to disable
maxcallduration=

/Imaximum ringtime allowed in msec. defaults to B2Q52 sec)

maxringtime=

/Ipassword on local command line. default is cdi@4

cmdpwd=cmdpwd1234

[ltowarding dtmf from voip to gsm

forwarddtmf=1



/lwhat to do with incoming calls (O=drop,1=holdtde then drop,2=auto forward,3=forward to serasiforwardnum,4=forward to
number requested by dtmf)

inccalls=1

/ffile to play when requesting number to call omfifwhen incalls is 4). "please enter phone nuntbbéorward call”
playdtmfreqfile=

/ffile to play when requesting number to call omfifailed (when incalls is 4) "forwarding failed"

playdtmffail=

/ffile to play when requesting number to call omfisucceed, and forwarding begins (when incalt§ is/our call has been
forwarded. please wait for connect”

playdtmfforward=

/lauto forward number (used if inccalls is 2)

forwardnum=

/lused to require the number to forward to (whecatls is 4)

promtfile=

/[allow towarding dtmf messages to gsm network

allowdtmf=true

/lhow we send the ring signal. 0=send immediataty @ways, 1=send when received from gsm, (one¢hees you can set a timeout)
exactring=1

/lused by the ipconfig tool. don't edit manually

ethcfg=

/llocal ip stored here. don't modify

localip=

/[date-time of the last config download from thevee

lastinisave=

/[date-time of the last config upload to the server

lastiniupload=

4.8.4. Watchdog settings

[watchdog]
/Iset to O if you don’t want pc restarts



canrestartpc=1

/Iset to O if you don’t want service restart (thlea watchdog will have no effect)
canrestartservice=1

/Iset to 1 if you want a reset on every night

canrestartdaily=0

/lhow often can the watchdog restart the servietaudts to 1000*60*25 msec (will change dynamichally
MAXSERVICERESTARTIVAL=

/lhow often can the watchdog restart the pc. defaal1000*60*45 msec (will change dynamically)
MAXPCRESTARTIVAL=

/Imax time to wait for watchdog reset. defaultd®@0*60*20 msec

MUSTRECEIVEOKIVAL=

4.8.5. Other settings

/lat commands sent only once for all engines
[atonce]

#hardware version

cmdO=AT+WHWV

#sw version

cmd1=AT+WSSW

/lat commands sent for all engine at every init
[atinit]

#HecmdO=XXXX

#Hemd1=XXXX

#itetc

/Iprefix depending settings
[prefXXX]
connectwithmedia=0
g723frames=3



g729frames=6

[ipmux]
ipmuxenabled=0/1

[sounddevices]
/Iwill be filled when reading all sims, so you caopy device names from here

4.8.6. Handling incoming calls from GSM network

Depending on the “incalls” (gateway configurati@e}tings, incoming calls from gsm network can bedhed in several ways.

1. When incalls is set to O

-all incoming calls to gsm simcards will be droppexinediately

2. When incalls is set to 1

-the engine will pickup the call, hold a little ildom time, but maximum 1 minute), and than drogoAlsed in call simulations.
3. When incalls is set to 2

-call will be forwarded to the number specifiedthg “forwardnum® option in the GSM network.

-the simcards must support the forwarding optiotiserwise this operation will fail

4. When incalls is set to 3

-the call will be forwarded to the tresto serveedfied by the “outserverip” setting in the gatewaaynfiguration.

-on the server, the call will be forwarded to tigsrhinccalled” number (SimPlatform configuratiorf).the “gsminccaller” option is
filled with a valid phone number, than the callermer will change accordingly.Otherwise the callemiver will be the original
caller. The ip caller address can be changed Wwéltgsminccallerip” option. (thus you can simultte routing from a predefined
user)

5. When incalls is set to 4

-the caller will be asked to enter the target nunfbandled with dtmf), and the call will be forwawito that number

-the prompt played to ask the target number casebby the “playdtmfreqfile” setting. This will haxo point to a PCM 8000kHz, 8
bit mono wave audio file.

-the prompt to be played if the forwarding hasdditan be specified by the “playdtmffail” settivghen the forwarding is in
progress, the “playdtmfforward” file will be played the user.

-the call will arrive to the server with the ‘22@'chprefix, and you can setup a separate routinig rfor this tecprefix




4.8.7. Operator friendly gsm termination

Not using industrial engines

On request, we can deploy our gateways equippddnermal gsm phones instead of industrial gsmrexggiAsk the Tresto support
for more details

Virtual Engines

Each simcards can have it's own GSM engine (inrajem gateway the engines are used by more simcards

GSM Cell Lock

Because Tresto GSM Gateways use only 8 channelgsdtin’t overuse the gsm network. However, yousstop individual GSM
channels to use separate cells

Virtual Simcards

With the ease of tresto simbank, your simcardsbeastored in a central location, and used in ggewggys installed at different
locations.

Delayed network registration

A delay time can be configured to elapse betweenesive engine (re)registrations.

Intelligent routing

Ballancing the traffic across your simcard basegice and quality

Handling of incoming calls

In usual GSM gateways there are no simple mechanisrandle incoming calls from the gsm networla nesto system all calls
can be forwarded to your support team, so eacltaalbe responded accordingly.

No GSM network owerload

Tresto GSM gateways occupy only 8 channels

Fast detection of dead channels

Failovering from simcards blocked by the operatowith wrong quality

Automatic blacklist calculation

Wrong numbers will be detected and blocked on émees (not forwarded to the gsm network)

Minute limits

Each simcard can have different daily, monthly atier limits

Time between subseguent calls

Calls will not be forwarded to gsm gateway withawudelay between (configurable) them

Many other tricks

Ask the Tresto support for more details




4.9. Call Center —TManage

4.9.1. CC Users

Will load the callcenter operators (agents). Haye gan add, delete and edit them.

The basic settings are placed onHu#t Operator tab. SIP enduser related settings can be editéldedxdvancedtab.

With the Campaign drop-down list you can assignstilected operator to a campaign.

Operators must have entered and quit date setctlgrr@f the quit date is elapsed, than the opmret not allowed to work with
TAgent)

Technically operators are just sip endusers (tbragge =0) by the isoperator flag is set to 1.

4.9.2. CC Campaigns

You can setup the campaigns in this form.

Campaign will start to run when the StartDate acheed and will run untill no more clients (phonenter) are assigned or the
EndDate was reached. This means that Tagent ->aito Calls will run if this conditions are met.

The “Display” field will be displayed for the opeoas in TAgent “Automatic Call” window.

By clicking on the “Load Statistics”, a sort stéitis window will be displayed regarding the seldatampaign.

Handling invitations:
Load Invitation: will download the assigned invitatt fron tha database. This can be any file, budrdéioft Word document are
preffered.
Save Invitatio: will save the document back to Hate. Prior to hit this button, the document mesedited, saved and closed.
Print Invitations: will print a separate invitatidor all invited clients in this campaign.
You can use special keywords in word documentstiaatdwill be replaced with the coresponding valli@s keywords are the
followings:

[client_name]

[client_address]

[presentation_name]




[presentation_price]
[presentation_display]
[operator_name]

You must include the brakets too.

4.9.3. CC Scripts

Every campaign can have different operator insibast These instructions can be defined in thismfor
For every step (question) the operator can selewt Hifferent actions (answers). The call will @l these selected instructions. Pay
attention to cover all possibilities.

4.9.4. CC Presentations
Used to store the different presentation locatid¥isen a client is invited, the operator will selagtresentation for them.

4.9.5. CC Checklist
Can be used in persentations to print the lishated users.

4.9.6. CC Clients

The client (phone number) database.
Clients can be assigned and/or reassigned to cgngwaith the ease of this form.
You can search across client by a lot of condifmsented on this form.

By selecting the “Last Status” filer, the users barsearched by the reason code in the last campaig
By selecting the “Any Status” filer, the users d@nsearched by the reason code in any campaign

Importing client database can be done from extarssalbr dbf files. These files must have the folluyvfields:
CSV file columns (must be in this order):

-Name (string)

-Landline phone number (string)

-Mobile phone nuber (string)



-Zipcode (short string)
-City (string)
-Age (number)
-Passport (O if unknown, 1 if no or 2 if yes)
-Married (O if unknown, 1 if no or 2 if yes)
-Sex (0 if unknown, 1 if no or 2 if yes)
-Robinson (0 if unknown, 1 if no or 2 if yes)
-Address (string)
-Comment (string)

DBF files must contain the following columns (camtain other columns too):
-IRSZ: zipcode
-VAROS: city
-UTCA: address
-ROBIN: robin
-IRSZ: zipcode

At least the landline or mobile phone must contaiosmlid entry.

4.9.7. Callcenter global settings

Allowdbcalls: allow calls from database in tagent

Allowmanualcalls: allow manual calls in tagent

Callmaxring: max ringtime when automatic calls @t s

Callnumbertype: O=start with landline, and if faigll mobile, 1=start with mobile, and if fail,Ickandline, 2 =call only landline, 3 =
call only mobile

Maxcalltrycount: max number of calls to a cliemtluding recalls. the first recall increment thexmaum allowed calls by one
Recallrestrictions: O=try to recall with the sanpertor, but allow other if no recall, 1 = only wihe same operator, 2=any operator
can recall, 3 =disable recalls



4.10. TAgent

4.10.1. Login

Enter server settings and authentication info heetegin.

The following values are required on login:

App Server: server ip address

Instance: Application and database instance (becastgle server can hold several virtual server)
Data port: defaults to 2223

Database username: the same for all agents

Database password: the same for all agents

Username: agent username

Password: agent password






4.10.2. Manual Call
Simple VOIP client window where the operator agefto make calls to any number

4.10.3. Calls from database
Call to any client presented in the central databas

4.10.4. Automatic calls
Will handle calls automatically if the operatorpiart of a campaign.

4.11. Virtual server settings

-Virtual server directory, database and exe namaeldihbe the same (virtserverX)
The service name will be the same as the exadihee

-Be sure to assign a different SIP port for evertual server (Configurations->SipSettings->LocatiPo

-an ftp directory must be created for all virtuahger under the “voice” direcory named after theviee name

-be sure that the absolute ftp path is set prog@ynfigurations-> settings -> serverftpvoice défao C:\Inetpub\ftproot\)

-database and windws users can be the same msest pwperly (windows user must have access ftpitgice directory)
Suggested usernames has the form: callcenterX

-in the main server all virtual servers must beficumed as traffic senders with proper authentarasettings

-admin and monitor port numbers will be the defauk*100 where X represents the number after tmeice file name

5. FAQ

5.1. How to make a H323 call directly to a GW (with  out the gatekeeper)

set the signalport to 1720 in the gateway inifile
launch ohphone g729: 999simid#telnumber

5.2. The voice are cutting. How can | improve the v oice quality?
Set up to active silencedetection (silencedetesfipn



Increase the jitter buffer (minjitter, maxjitter)
Use a low bandwidth codec (onlyg72x=1)

5.3. Using Netmeeting

MICROSOFT NETMEETING (H.323) tcp port 522, 389, 350720 and 1731 plus two secondary dynamicallytaigd udp ports in the range
102465535 for the H.323 streaming protocol transmissibaudio and video. For transmission of audio adeéo you only have to enable outgo
for these ports. Unfortunately to allow incomingleuand video you need to open up the entire 1®586 range as well as tcp 1503, 1720, 17:
Due to the complexity of the H.323 protocol whiale-fates the introduction of network address trarsiatUnless you have a firewall or proxy t
specially supports the H.323 protocol at the ajpgibn level, and thus supports the virtual opemhdynamic incoming udp ports, you have to o
them all up. See Microsoft's Knowledge Base "Houstablish NetMeeting Connections Through a Firév@l58623.

5.4. How can | make test calls?

1. simply right click on a channel (“Simcards” forand select the “Test call” option
2. or use one of the voip clients from the “Toals&nu

5.5. How to check the call quality on a specific ch  annel?

1. In the “Set Directions” box set the prefferewhisi. Then go to the “Statistics” form and check &&R/ACD values.
2. Start some tescalls (right click on the pref@wckbannel and then hit the “Test Call” menu)
3. Listen to conversation. (“Voice Here” form)

5.6. Typical Cisco Config

I dial-peer voice 3630 pots incoming called-numb@B6T direct-inward-dial port 2:D ! dial-peer voi8631 voip destination-pattern 0036 voice-
class codec 1 voice-class h323 1 session targétlips.70.36.43

5.7. Server Recovery (in a separate app and db serv  er configuration)
if the application server fails (the server directly connected to the internethwour public ip

1. call your ISP support to change the internbtecto the backup server, and when it will be ald#é connect to the "backupserver" with the
remote desktop
"root" account



-on the backup server do the following:
2. enable the "vserver" service
3. launch the start batch file (from gk direcjory
4. check the vservdebuglog and the tmanage

if the backup server fails(the server behind the main server, with privpje i
-connect to the main server with the remote deskiopt" account

-On the main server, do the followings:

1. launch the stop batch file (from the gk dioeg}

2. Enable and Start the SQLSERVER service

3. Restore latest database

4. launch the start batch file

5. check the vservdebuglog and tmanage (you navs turrent calls)

6. you are ready

5.8. No incoming calls (no new calls in current cal | list in peak time)

1. Check the logs (filtered to ,Server”)
2. If you cannot find the solution then.
a) Restart the server.
b) Call the administrator.

5.9. Calls in ,routing” status

1. If all calls are in routing status, then restag gateway.

2. If this behavior is specific only for some oéthateways, then check if you have enabled theggogw.exe and the vclientsrv.exe
on the windows firewall.

3. If enabling this programs on the firewall aedtarting the service (stop.bat, start.bat) witllmelp, then do a software upgrade and
restart the PC.

4. If still in routing mode, then call the admimegor.



5.

. Check disconnect reasons in cdr record fordhker

. Check username/password

. Check credit (if prepaid user)

. Check caller techrefix, and the routing settifuyghat techprefix

WNEFE O A WNEFE O1 aabhwer O A WN B

N~ Ol

N~ Ol

10. SIP caller cannot call

.11. SIP called cannot be called

. Check disconnect reasons in cdr record fordhked
. Check if username exists

. Check if usergroup matches the caller usergroup
. Check user firewall settings

.12. No call on Gateway

. Check gateway absolutepriority, priority, enablkemporarilydisabled and allowedpartners
. Check if the gateway is online and sims aresteged

. Check sim packet settings (allowedpartners)

. Check the routing on that simcards

.13. No call on SIM

. Check if simcard is active
. Check allowedpartners, absoluteprioritypartngosolutepriority
. Check sim packet settings, including min/maseshlengths

.14. No voice (caller and called cannot hear each-  other)

. Check routertp settings for the caller and tiéed
. Check called firewall and nat settings

.15. Too many wrong calls on a simpacket (low ASR/  ACL)

. Check disconnect reasons
. Check if gateway is working ok (another typesioficards on that gateway are working)



3. Check if simcards are not blocked by servicevipler (make a test call and listen)

5.16. Not enough or too many calls on a sim or simp  acket

1. Check absolutepriority, min/max daily/monthlynmies on sim and simpacket
2. Check the routing for that packet

5.17. Calls are routed to wrong simcards

1. Check absolutepriority for gateway, sim and sioket
2. Check routing patterns and timetable

5.18. Too low ASR

1. Check disconnect reasons for that direction
2. Check if gateway audio is ok

5.19. Too low ACL
1. Check disconnect reasons for that direction

5.20. SIM cards with low credit

1. Check if you have chargecards for that simpacket
2. Check charge fields in tb_sims (check if chaggsenabled, lastchargetry date, etc)

5.21. GSM Gateway not working

1. Do the required settings for that box (pc config

2. Check logs

3. Check if voipgsmgw and vclientsrv is enabledlonfirewall
4. Check if vclientsrv service is running

5.22. GSM Gateway malfunctions

1. Cannot open sound device
Restart the pc. The usb sound devices will be reepn pcrestart if allowed in inifile (check gwfile and allow usbremap)




2. Lines in routing status

Enable voipgsmgw and vclientsrv on the gw pc firlkwa
3. No calls

Check gw,sim and packet priority

Check the routing table

4. Wrong statistics (ASR/ACL)

Check disconnect reasons

Check if simcard is not blocked by service provider
5. Other problems

Check statistics

Check disconnect reasons

Check gw, sim and packet priorities

Check the routing table

Check the log files

Restart the gateway

5.23. Wrong disconnect reasons

1. Check firewalls
2. Check the log file for that directions

5.24. TManage cannot connect to the server

1. Ping the server box. If ping is working, therck your username/password
2. Restart the server if you are sure that iteskéd
3. If still is not working, call the administratonmediately

5.25. Too slow TManage

1. Check your internet connection
2. Check server processor load. If too high, tHeetk server logs, and if necessary, restart theeser
3. If the problem persist, call the administrator



5.26. Server software problem (service unavailable)

1. Restore the last good configuration (Stop timeice with stop.bat, copy all files from the lastéig directory, near the current
config and restart the service with start.bat )

5.27. Server OS, Database or Hardware problem (serv er unavailable)

1. Follow the failover plan.
2. Call the administrator

5.28. How to restart the server service
TManage->Administration->Server Console->Conneutl send the ,servicerst” command

5.29. How to restart the server box

-TManage->Administration->Server Console->Connant send the ,pcrst” command

-If you cannot connect with TManage, you can fansimall program in the vclients directory namedvysgst” (usually at C:/Program
Files/VCLIENTS/ serverrst.exe

-If this not work, then the server has serious |@&nwb Follow the failovering plan and call the adisirator

5.30. How to restart a GSM gateway

-TManage->Administration->Server Console->Connant send the ,client, XXX” command, where XXX is tij@eway name or ip
address. When connected to the gateway, send tinestprt” command

-if this does not work, then try to connect witim@e desktop to the required gateway

-if the gateway is unreachable, then the pc oirtteznet is down.

5.31. How are the incoming calls from the gsm netwo  rk handled?

Depending from Gateway Configuratiorccallsvalue.
(O=drop,1=hold a little then drop,2=auto forward@ward to server as forwardnum,4=forward to nunmeguested by dtmf)
Check the Gateway Configuration for more details.



5.32. Routing test calls to a dedicated gateway

set the calledpriority to the techprefix of thefficasender
calledpriority:all calls with the specified techprefix will pribze this gateway (but other techprefixes cangthts gateway also)
testprefix:only the specified techprefix can go to that gatg\ibut the specified testprefix can go to othéeways also)

so if you want a dedicated gateway for a techpyéfien you have to set the calledpriority and gpteéix too

example:

update tb_users set calledpriority = '987", tedipe= '987' where username = TESTGW'

then all calls with techprefix 987 will go to TESW with high priority

in case when the TESTGW channels are not availti#e;alls can be routed to other gateway

5.33. How to disable PIN request

The easy way
Set up the pincode entry under the [gateway] oofeX] section with the valid pincode. The gatewarvge will remove the

pincodes automatically.
The hard way
1. Start GWTest and switch to the preffered chasmepos

2. ,login” with: AT+CPIN=xxxx (where xxxx is the original pin code)
3. Disable pin code request with: AT+CLCK="SC",0,"xxxx”  (where xxxx is the original pin code)
4. in the next switch on, the sim will login to the gsm network automatically

5.34. What is the minimal global settings that must be correct?

On the “Configuration” form select “Basic” settingad check at least the following values:
LocallP, LocalinternallP, LocalDomain, currency,U®ag, emergencydir, creditunit

5.35. How to add a new traffic sender?

In the “Users and Devices” form select Traffic Send.oad the list and then hit the “New” button.efhyou have the option to clone
an already existing traffic sender. Set up the @ightion correctly!



5.36. How to add a new sip enduser?

In the “Users and Devices” form select Enduserad.ihe list and then hit the “New” button. Then ymve the option to clone an
already existing traffic sender. Set up the auttaion correctly! Check the credit and prepaid/past option!

5.37. How to add a new Tresto VOIP-GSM gateway tot he server?

Tresto gateways will register automatically on $kever. You may adjust its properties when thevgayas present. After that, you
have to set up its sim channels correctly.

5.38. How to add new simcards (sim packet)?

Create a new packet in the “SIM Packets” form.ued meaningful name, specify if is postpaid oppré and walk through the
other options (ownership, access list, rechargpigos, etc)

5.39. How to add a new simcard?

GSM channels will register automatically on theveerThen you have to set up its properties (toctvipiacket it belongs, recharge
options, owner, etc)

5.40. How to set up basic routing?

On the routing form add routing patterns to covkepassibilities (directions and times). Then yavh to add your sim packets or
other direction in desired priority order. Speafy many simpacket with the same priority as you(sarthe server can do the routing
after other conditions too. For example the quality

5.41. How to set up basic billing?

On the “Price Setup” form add a new “Invoice aratistics” entry. Then you can add packets to iticihwvill define the traffic
direction when the actual packet will be active #malprice.

5.42. Where can | check the logs and traces?

1. “Logs” form
2. “Server Monitor” form
3. Set up your trace level in the “Configuratiofis‘m (filer after the “log” expression)



5.43. The conversation volume is too loud. How can | change the volume?
In the Gateway Configuration check the followingstumein, volumeout, vgr, vgt

5.44. How to register your Tresto Gateway to a H323  gatekeeper?
In the Gateway Configuration check the followingkip, gkpassword, gkdiscover, gkprefixesX

5.45. What ports are used in the system?

Standard SIP signaling port: 5060 (TCP and UDP)
Default H323 signaling port: 1720 (TCP)

H323 signaling port used by Tresto gateways: 1TZIP
Rdesktop port: 8836 TCP

SQL Server port: 2223 TCP

“Voice Here” port: 44444 UDP

Tresto server admin port: 9885 TCP

Tresto server comm. port: 9886 TCP

Tresto server log port: 9889 TCP

Virtual SIM port: 9886 UDP

H323 additional port: configurable dynamic TCP
Media ports: configurable dynamic UDP
WebServer: 80 TCP

FTP: 21,22 TCP

5.46. My gateway restarts too often

Check the watchdog settings. For example the ggtewhrestart if no traffic are routed on it fort®ur by default. Also check the
maxwrongcalls and maxnotconnectedcalls settings

5.47. H323 signaling problems

Check your firewalls.
Check Gateway Configuration: onlyg7x, connectwiggiia, enableh245tuneling, faststart



5.48. How to set up the automatic credit recharge?

First you have to set up the “Message Rules”
The packet must be set to prepaid. Proper Credju&s#/Charge command must be defined.
SIMcard “Credit and Recharge” setting must be sebalingly.

5.49. The automatic credit recharge is not working

Check mincreditonrequest, creditrequestival forgheket.

SIMcard “Credit and Recharge” setting must be sebalingly.

Check the CreditRequestFail and CreditChargeHal gerver will try only 5 times. Reset to O if preblem is eliminated)

Check the other fields in the simcards regardingrédalit charge and request. (fieldnames that cositiie “credit” word. You have to
check the “All Fields” checkbox on the SIM Channielsn to see those fields)

Check if you have charge card for the required sichpt.

Check Lodfiles (filter for “credit”)

5.50. How to monitor the credit automation?

Method 1: Launch TManage -> Sim Platform -> Creditsl check the “credit history” queries
Method 2: Launch TManage -> Monitoring -> Logs ditteér for “credit related”

To monitor the credit automation for a selectedcsird, you can filter after the simid both in log&lan the Credit form.

5.51. Gateway and channels are inactive
Check if the gateway has internet connection.

5.52. How calls are processed

1. The SETUP or INVITE signal arrives from the timsender

2. If the caller is not allowed by the firewallgtieall will be silently dropped

3. If the caller is blocked (e.g. DOS attack prateg, then call will be silently dropped

4. Caller authorization (by source IP address,nasae/password, techprefix, etc)

5. Check the call parameters. If doesn't fit irtte predefined limits, the call will be dropped (exade: too long called number)
6. Rewriting the called number if any Prefix Rulategh



7. Normalizing the called number (validating catfix)

8. Searching for the best routing pattern

9. Searching for best route direction (availablarstels, priority order, round-robin, LCR, BRS, daiérs, rerouting. etc)
10. Calculating the maximum speech length basezhbyer credit

11. Checking class 5 features and other endpditrige (media routing, early-start, etc)

12. Initiating protocol conversion if needed

13. Routing the call to destination

14. Checking for call status, dropping if time exdend other call monitoring tasks

15. Collecting CDR records at the end of the call

16. Calculating the prices of the call (realtimbirng)

5.53. How to set up holiday billing

In the price form in “Time Definitions” select tliEloliday” entry
Set the priority higher in the Directions settings

5.54. How to treat specific weekends as weekdays
Set up a new entry in the holidays form and dogftas holiday (uncheck the checkbox)

5.55. How the different currencies are handled?

Realtime price calculation in cdr records and tteglit calculations for prepaid users are alwaysedarthe global currency (can be
set up in configuration->currency)

However, you are able to set up your pricesettingsy currency. Automatic conversion is done wtiengiven currency is not the
same as the “global currency”. The conversion iseday predefined rates. You can set these ratibe itCurrency convert” form in

the TManage.

5.56. SimChange settings from the command line
format:
simchangel= 2004.03.05/13:00:00 - 2004.03.070t3M- 8936302403070132426 (from date - to date)
or
simchange2= 10:20:00 - 10:26:00 - 893630240302428 (every day from time to time)



or

simchange3= 2/10:20:00 - 7/10:26:00 - 8936302403082426 (from Tuesday 10:00 to Sunday 10:00)
or

simchange4= 6/00:00:00 - 7/24:00:00 - 8936302403082426 (Saturday and Sunday)

there is a priority order from top to bottom (siranogel, simchange2, etc.) numbering begins fromtlowi holes
tip: you can set date-hour prioritization

tip: 24:60 is a wrong time (minutes ends with 59)

tip: on day and exact date settings the roundrtotak is not working

5.57. How to reenable blacklisted but good numbers

- In tmanage -> direct query, under the misc saatiweck the “reenable blocked but good numberdisec

- delete old number from the helper table (seddipn

- run the query from section 1. this will load khsted but good number. The query execution mhg b minutes

- list found numbers (section 2) and check it agéime blacklist (section 3)

- now you may delete blacklist entryies or set‘thae” level lower. First check the requested blstlentry agains the query in
section 4 (found numbers may be only a subset frenblacklist entry and in this case you may né¢tdeor modify the blacklist. But
if the asr and acl values are good for the blacklry, you may delete or modify it). Before yoelete or modify the blacklist entry,
check the comment (why was that number blockedimi&r with comment “jukak” or “autdisabled monthlgekely/daily” should
be deleted or changed without problems.

5.58. How are different currencies handled?

In the global configuration, a global currency tendefined by the “currency” setting. For exam@e/R’. Than there is the
possibility to conver other currencies (used facgirsts, simpackets, users) to this “native” cnog For prices defined in “Price
List” form, there is a possibilty to convert all putt prices in “native” currency by checking the ‘ftvert to XXX” checkbox. In this
manner for example you can import pricelist inestburrency and that will be converted automatycallnative currency when
calculating CDR prices.

The conversion are done based on the setting® itCilrrency Converter” form. You shoul update tbewersion rates here as
frequently as possible.

If you wish, you can leave the original value ititao you can make your billing in other currendlean the native.



For every simpacket you can also define the cuyrenich will affect the simcard credit calculatiggutomatic simcredit requests and
recharges for prepaid simcards). Simcredits catbbgerted in the native currency format if the “eertsimcreditcurrency”
configuration option is set to true. So you canensivncards in different countries, but all simcteaiill be shown in the native
currency.

For endusers and traffic senders you can alsoaldifferent currency format in the Users and Devimem, Billing tab. The

currency format defined here will be taken in cdesation by the billing process.

5.59. How is VAT handled?

You should try to use prices without VAT includdtaver in the system (for pricelist and for simdsy
VAT included pricelists can be easily convertesébd values by checking the “Convert to NET valueédkbox in the “Price List”.
You should enter the VAT percent in the “VAT Valueditbox for proper calculations.

For simcards you can setup the VAT value in thekBaaptions (“VAT” editbox). If you set the “conusimcredittonovat” global
configuration options to true, than sim creditd Wwé automatically converted to net values. Fomndpa after an automatic credit
request, the credit value in the received mess@&MS) will be automatically conveted to net values.

You should set up the appropiate VAT values forsiseo, wich will be taken in consideration durihg billing process.

5.60. How the check your ASR (or ACD, SL, CDRC) for the traffic sender “A” in the last week.

1. In the date-time drop-down list, select the t\a&eek” field

2. In the “Select Direction” form set the “Sourdgéft side) “Type” to traffic sender, and select™if the “Name” drop-down list (or
type “A” manually)

3. Launch the “Basic Statisitcs” form under Monioy.

4. Clear the “Group by” option (select the first line)

5. Make sure the ASR checkbox is checked

6. Click on (Re)Load

7. Depending on current server config and curread lthis query may take some time (on a usual gordtion this will take 2
second)



5.61. How to add endusers (basic settings)

1. Go to TManage -> Users and device form, andcseleduser type

1. Select an already existing user wich has theesaaracteristics as the required new endusers

2. Hit “New User” and than accept the the copy frexisting option (cloning)

3. Check at least the following fields: usernanasgword, parent id, authorizaton type (usuallynea®e/password),
prepaid/postpaid, billed user

4. Check other settings

5. Save

5.62. Basic callcenter tasks

. Setup your server as for a normal sofswitcht@su
. Create campaigns

. Add callcenter operators

. Assign operators to campaigns

. Add or import clients

. Assign clients to campaigns

. Add presentation locations

. Setup global callcenter configurations

. Operators now are ready to start there TAgeplicgtion
10. Check statistics

11. Print invitations

12. Use checklist when you are on presentations

OCoO~NOOUIDE WNPE

5.63. Abbreviations

ASR: average success ration (percent of the coadeetls)

ACD: average call duration. The same as ACL

(ACD: Automatic Call Distributor)

ACL: average call length. The same as ACD

SIMID: sim identifier. 13-17 digit number storedtime simcard (and written on the simcard)
IMEI: gsm engine identifier (should be globally que)



ACT: average connect time. The time elapsed frammpsentil the connect in seconds

PF: profit. (for correct values, requires youribdj module to be properly configured)
SUCC: successful call count (same as ASR but npéroent)

CCC: concurrent (simultaneous) call count

RTP: media channel protocol

SIP: The Session Initiation Protocol (SIP) is anaighg protocol used for establishing sessionsiifPanetwork. A session could be a
simple two-way telephone call or it could be aabdrative multi-media conference session.
H323: H.323 is an ITU (International Telecommunigas Union) recommended standard, which providesiadation for audio,
video and data communications on non-guaranteett@afaService networks

RAS: used in H323. Used between the endpoint an@atekeeper in order to

Allow the Gatekeeper to manage the endpoint (Redieh, Admission, and Status)

GK Registration: Endpoint will send an RRQ and e&xje receive either an RCF or RRJ
H225: Call Signaling is used to establish callsveen two H.323 entities

H245: generally transmitted on a separate TCP aitioms by most older endpoints
REGISTRAR: serverside component that allow SIP REXER requests

IEC: international escape code

NEC: national escape code

AC: area code

NUM: phone number

ANI / CLI — Automatic Number Identification or Call Line Identification

IVR — Interactive Voice Recognition
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